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Foreword

On arecent visit to Sweden | had the pleasure of traveling by train between Stockholm
and Mamo over several segments that spanned afew days. The trains aways ran on time
and were very comfortable. Particularly convenient was the fact that a passenger could
get on the Internet during the trip smply by using her ticket number as the access code.
One of the features on the on-line provider’s home page was a map of that area of Swe-
den, with the train’s current location updated in real-time. Impressed by this, | made a
point of mentioning it to my Swedish host, and the conversation quickly turned to how
much today’ s systems, such as my train, rely on and are controlled by software.

My host subsequently relayed a somewhat less pleasant experience with the same
type of train on which | had just arrived. During one of his recent trips, the software
controlling the angle at which one of the train’s cars entered and exited curves was not
functioning properly. As a result, the G-force experienced by the passengers during
turns had almost doubled. The problem was fixed at the next station, where the train
sat idle for some time while it literally rebooted. | found myself having two reactions
to this story. As atraveler, my first thought was that it is a good thing we do not have
to reboot airplanesin mid-flight. As a software engineer, | wondered exactly how the
software was constructed and what caused this particular problem.

As this story illustrates, as “regular” people we constantly depend on software in
our daily lives, yet frequently do not redlize it and rarely, if ever, stop to analyze the
implications of that dependence and the extent of the software's actual dependability.
On the other hand, as software engineering professionals, we are not only becoming
increasingly aware of the importance of software dependability, but have amassed an
arsenal of techniques and tools to help us ensure it. Many of these techniques and
tools have traditionally been used to ensure dependability in existing systems “after
the fact,” that is, after the system has been designed, and possibly implemented and
even deployed. However, a new class of emerging techniques gives dependability
first-class status in the development of software-intensive systems by integrating de-
pendability into software engineering processes from their inception. These techniques
rely on a software system’ s architecture as the principal driver of dependability.

This book is the fourth in a series of collected papers on software architecture-
based dependability solutions. The book addresses a number of on-going challenges
(such as system modeling and analysis for dependability and ensuring dependability in
distributed systems) as well as some timely issues (such as the role of the Architecture
Analysis and Design Language—AADL—standard in modeling dependable systems,
architecture-driven dependability in the automotive domain, and the benefits of fol-
lowing the model-driven architecture paradigm in ensuring software dependability).
This book joins its three companion volumes in forming an indispensable source for
the fast-growing community of software researchers and practitioners who are con-
fronting the challenges posed by this important topic and architecting the software
systems on which we rely every day.

Nenad Medvidovic
University of Southern California



Preface

This is the fourth book in a series on Architecting Dependable Systems we started
five years ago that brings together issues related to software architectures and the
dependability of systems. This book includes expanded and peer-reviewed papers
based on the selected contributions to the Workshop on Architecting Dependable
Systems (WADS), organized at the 2006 International Conference on Dependable
Systems and Networks (DSN 2006), and a humber of invited papers written by recog-
nized expertsin the area.

Identification of the system structure (i.e., architecture) early in its development
process makes it easier for the developers to make crucial decisions about system
properties and to justify them before moving to the design or implementation stages.
Moreover, the architectural level views support abstracting away from details of the
system, thus facilitating the understanding of broader system concerns. One of the
benefits of a well-structured system is the reduction of its overall complexity, which
in turn leads to a more dependable system that typically has fewer remaining faults
and is capable of dealing with errors and faults of different types in a well-defined,
cost-effective and disciplined way.

System dependability is defined as the reliance that can be justifiably placed on the
service delivered by the system. It has become an essential aspect of computer sys-
tems as everyday life increasingly depends on software. It is therefore a matter for
concern that dependability issues are usually left until too late in the process of sys-
tem development.

Making decisions and reasoning about structure happen at different levels of ab-
straction throughout the software development cycle. Reasoning about dependability
at the architectural level has recently been in the focus of researchers and practitioners
because of the complexity of emerging applications. From the perspective of software
engineering, traditionally striving to build software systems that are fault-free, archi-
tectural consideration of dependability requires the acceptance of the fact that system
models need to reflect that it isimpossible to avoid or foresee all faults. This requires
novel notations, methods and techniques providing the necessary support for reason-
ing about faults (including fault avoidance, fault tolerance, fault removal and fault
forecasting) at the architectural level.

This book comes as a result of bringing together research communities of software
architectures and dependability, and addresses issues that are currently relevant to im-
proving the state of the art in architecting dependabl e systems. The book consists of four
parts. Architectural Description Languages, Architectural Components and Patterns,
Architecting Distributed Systems, and Architectural Assurances for Dependability.

The first part entitled “ Architectural Description Languages’ (ADLS) includes four
papers focusing on various aspects of defining and using ADLs with an aim to ensure
system dependability. The first paper of this part, “ Architecting Dependable Systems
with the SAE Architecture Analysis and Description Language (AADL),” is prepared
by J. Tokar. The Avionics Systems Division of the Society of Automotive Engineers
(SAE) has recently adopted this language to support incorporation of formal methods
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and engineering models into analysis of software and system architectures. The SAE
AADL is a standard that has been specifically developed for embedded real-time
safety critical systems. It supports the use of various formal approaches to analyzing
the impact of system composition from hardware and software components and al-
lows the generation of system glue code with the performance qualities predicted. The
paper highlights features of AADL that facilitate the development of system architec-
tures and demonstrates how the features can be used to conduct a wide variety of
dependability analysis of the AADL architectural models. To help in the understand-
ing of AADL, the paper begins with a discussion of software and systems architecture
and then shows how the AADL supports these concepts.

The second paper, written by A.-E. Rugina, K. Kanoun and M. Kaéniche and enti-
tled “A System Dependability Modeling Framework using AADL and GSPNs,” de-
scribes a modeling framework that generates dependability-oriented anaytical models
from Architecture Analysis and Design Language (AADL) specifications, which are
then used for evaluating dependability measures, such as reliability or availability.
The proposed stepwise approach transforms an AADL dependability model into a
Generalized Stochastic Petri Net (GSPN) by applying model transformation rules that
can be automated and then processed by existing tools.

P. Cuenot, D. Chen, S. Gérard, H. Lénn, M.-O. Reiser, D. Servat, R. T. Kolagari,
M. Torngren and M. Weber contribute to the book with the paper “Towards |mprov-
ing Dependability of Automotive Systems by Using the EAST-ADL Architecture
Description Language.” Management of engineering information is critical for devel-
oping modern embedded automotive systems. Development time, cost efficiency,
quality and dependability all benefit from appropriate information management. Sys-
tem modeling based on an architecture description language is a way to keep this
information in one information structure. EAST-ADL is an architecture description
language for automotive embedded systems. It is currently refined in the ATESST
project. The focus of this paper is on describing how dependability is addressed in the
EAST-ADL. The engineering process defined in the EASIS project is used as an
exampleillustrating support for engineering processesin EAST-ADL.

The final paper of the first part is “The View Glue” written by A. Radjenovic and
R. Paige. It focuses on domain-specific architecture description languages (ADLYS),
particularly for safety critical systems. In this paper, the authors outline the require-
ments for safety critical ADLS, the challenges faced in their construction, and present
an example — AIM — developed in collaboration with the safety industry. Explaining
the key principles of AIM, the authors show how to address multiple and cross-
cutting concerns through active system views and how to ensure consistency across
such views. The AIM philosophy is supported by a brief exploration of a real-life jet
engine case study.

The second part of this book is entitled “ Architectural Components and Patterns’
and contains five papers. In the first paper, entitled “A Component-Based Approach
to Verification and Validation of Formal Software Models,” D. Desovski and B.
Cukic present a methodology for the automated decomposition and abstraction of
Software Cost Reduction (SCR) specifications. The approach enables one to identify
components in an SCR specification, perform the verification component by compo-
nent, and apply compositional verification methods. It is shown that the algorithms
can be used in large specifications.



Preface IX

In the paper “A Pattern-Based Approach for Modeling and Analyzing Error Re-
covery,” A. Ebnenasir and B. H. C. Cheng present an object analysis pattern, called
the corrector pattern, that provides a generic reusable strategy for modeling error
recovery requirements in the presence of faults. In addition to templates for construct-
ing structural and behavioral models of recovery requirements, the corrector pattern
also contains templates for specifying properties that can be formally verified to en-
sure the consistency between recovery and functional requirements. Additional prop-
erty templates can be instantiated and verified to ensure the fault-tolerance of the
system to which the corrector pattern has been applied. This analysis method is vali-
dated in terms of UML diagrams and demonstrated in the context of an industrial
automotive application.

The third paper of this part, “ Architectural Fault Tolerance Using Exception Han-
dling,” is written by R. de Lemos. This paper presents an architectural abstraction
based on exception handling for structuring fault-tolerant software systems. The pro-
posed architectural abstraction transforms untrusted software components into ideal-
ized fault-tolerant architectural elements (iFTE), which clearly separate the normal
and exceptiona behaviors, in terms of their internal structure and interfaces. The
feasibility of the proposed approach is evaluated in terms of a simple case study.

R. Buskens and O. Gonzalez contribute to the book with the paper “Model-Centric
Development of Highly Available Software Systems.” They present the Aurora Man-
agement Workbench (AMW) as a solution to the problem of integration a high avail-
ability (HA) middleware with the system that usesit. AMW is an HA middleware and
a set of tools for building highly available distributed software systems. It is unique
in its approach to developing highly available systems: developers focus only on
describing key architectural abstractions of their system as well as system HA needs
in the form of a model. Tools then use the model to generate much of the code needed
to integrate the system with the AMW HA middleware, which also uses the model to
coordinate and control HA services at run-time. The paper discusses initial successes
using the approach proposed in devel oping commercial telecom systems.

The fina paper of this part, written by L. Grunske, P. Lindsay, E. Bondarev, Y. Pa
padopoulos and D. Parker and entitled “An Outline of an Architecture-Based Method
for Optimizing Dependability Attributes of Software-Intensive Systems,” provides an
overview of 14 different approaches for optimizing the architectural design of systems
with regard to dependability attributes and cost. As a result of this study, the authors
present a meta-method that specifies the process of designing and optimizing architec-
tures with contradicting requirements on multiple quality attributes.

Part three of the book is on “Architecting Distributed Systems’ and includes six
papers focusing on approaches to architectural level reasoning about dependability
concerns of distributed systems. This part starts with a paper by P. Inverardi and L.
Mostarda that is entitled “A Distributed Monitoring System for Enhancing Security
and Dependability at an Architectural Level.” The paper presents the DESERT tool
that allows the automatic generation of distributed monitoring systems for enhancing
security and dependability of a component-based application at the architectural level.
The DESERT language permits one to specify both the component interfaces and
interaction properties in terms of correct component communications. DESERT uses
these specifications to generate one filter for each component. Each filter locally
detects when its component communications violate the property and can undertake a
set of reaction policies.
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In their paper, entitled “ Architecting Dynamic Reconfiguration in Dependable Sys-
tems” A. T. A. Gomes, T. V. Batista, A. Joolia and G. Coulson introduce a generic
approach to supporting dynamic reconfiguration in dependabl e systems. The proposed
approach is built on the authors' view that dynamic reconfiguration in such systems
needs to be causally connected at runtime to a corresponding high-level software
architecture specification. More specifically, two causally connected models are de-
fined, an architecture-level model and a runtime-level model. Dynamic reconfigura-
tion is applied either through an architecture specification at the architectural level, or
through reconfiguration primitives at the runtime level. This approach supports both
foreseen and unforeseen reconfigurations—these are handled at both levels with a
well-defined mapping between them.

T. Dumitras, D. Rosu, A. Dan and P. Narasimhan, in their paper “Ecotopia: An
Ecological Framework for Change Management in Distributed Systems,” present
Ecotopia, a framework for change management in complex service-oriented architec-
tures (SOA) that is ecological in its intent: it schedules change operations with the
goal of minimizing the service-delivery disruptions by accounting for their impact on
the SOA environment. Ecotopia handles both external change requests, such as soft-
ware upgrades, and internal changes requests, such as fault-recovery actions. The
authors evaluate the Ecotopia framework using two redlistic change-management
scenarios in distributed enterprise systems.

In the fourth paper, entitled “ Generic-Events Architecture: Integrating Real-World
Aspects in Event-Based Systems,” A. Casimiro, J. Kaiser, and P. Verissmo describe
an architectural solution consisting of an object model environment, which can be
easily composed, representing software/hardware entities capable of interacting with
the environment, and an event model that allows one to integrate real-world events
and events generated in the system. The architectural solution and the event-model
permit one to compose large applications from basic components, following a hierar-
chical composition approach.

The fifth paper isby C. Heller, J. Schalk, S. Schneele, M. Sorea, and S. Vossand is
entitled “Flexible Communication Architecture for Dependable Time-Triggered Sys-
tems.” The authors propose an approach expressed in terms of a dependable and flexi-
ble communication architecture that supports flexibility in the use of time-triggered
technologies and delivers a highly effective, reliable and dependable system design.
Thiswork is undertaken in the context of safety-critical aerospace applications.

The final paper of this part isby L. Baresi, S. Guinea, and M. Plebani and is enti-
tled “Business Process Monitoring for Dependability.” This paper proposes a dynamic
technique for ensuring that dependability requirements of service-based business
processes are maintained during runtime. The approach is based upon the concept of
supervision rules, which are the union of user-defined constraints. These rules are
used to monitor how a BPEL process evolves, and specify corrective actions that must
be executed when a set of constraints is violated. For facilitating the specification of
these rules, the authors provide suitable languages and tools that enable one to ab-
stract from the underlying technologies, and to hide how the system guarantees the
dependability requirements.

The fourth part of this book is on “Architectural Assurances for Dependability”
and contains three papers. The first paper, “ Achieving Dependable Systems by Syner-
gistic Development of Architectures and Assurance Cases’ by P. J. Graydon, J. C.
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Knight and E. A. Strunk, explains the basic principles of assurance-based develop-
ment, and shows how the proposed approach can be used to provide assurance case
goals for architectural choices. In this approach, first the architecture is developed to
provide evidence required in the assurance case, and then the assurance case is refined
as architectural choices are made. In this context, choices are better informed than an
architecture chosen in an ad hoc manner.

The next paper, entitled “Towards Evidence-Based Architectural Design for
Safety-Critical Software Applications,” is prepared by W. Wu and T. Kelly. This
paper proposes a Triple Peaks process framework, within which a system model,
deviation model, and mitigation model are proposed and linked together. The applica-
tion of this framework is supported by the use of Bayesian Belief Networks and colla-
tion of relevant evidence. The link between the three models is elaborated by means
of a case study. The core contribution of this paper is addressing safety using evi-
dence available at the architectural level.

The paper “Extending Failure Modes and Effects Analysis Approach for Reliabil-
ity Analysis at the Software Architecture Design Level,” by H. Sozer, B. Tekiner-
dogan and M. Aksit, shows how the Failure Mode and Effect Analysis (FMEA) and
Fault Tree Analysis (FTA) can be extended and used in combination for conducting
reliability evaluation of software systems at the architecture design level. The exten-
sions of FMEA and FTA are related to using a failure domain model for systematic
derivation of failures, prioritization of failure scenarios based on a user’s perception,
and an FTA impact analysis model that does not explicitly require a running system.
The software architecture reliability analysis approach (SARAH) proposed in the
paper isillustrated using an industrial case for analyzing the reliability of the software
architecture of adigital TV.

Architecting dependable systems is now a well-recognized area, attracting interest
and contributions from many researchers. We are certain that this book will prove
valuable for both developers designing complex applications and researchers building
techniques supporting them. We are grateful to many people who made this book
possible. Our thanks go to the authors of the contributions for their excellent work,
the DSN 2006 WADS participants for their active participation in the discussions, and
Alfred Hofmann from Springer for believing in the idea of a series of books on this
important topic and for helping us to get it published. Last but not least, we very
much appreciate the efforts of our reviewers who helped us in ensuring the high qual-
ity of the contributions. They are L. Baresi, L. Bass, T. V. Batista, J. Bryans, R.
Buskens, F. Castor Filho, B. H.C. Cheng, A. C. Costa, B. Cukic, D. Desovski, T.
Dumitras, J. Durdes, A. Ebnenasir, L. Grunske, C. Heller, N. Henderson, M.
Kaaniche, K. Kanoun, T. Kelly, S. Kharchenko, M. Klein, H. Lénn, T. Maxino, L.
Mostarda, P. Narasimhan, R. F. Paige, P. Pelliccione, A. Radjenovic, S. Riddle, G.
Rodrigues, D. Rosu, A.-E. Rugina, S. Schneele, E. Strunk, B. Tekinerdogan, M.
Tichy, J. L. Tokar, S. Voss and several anonymous reviewers.

Rogério de Lemos
Cristina Gacek
Alexander Romanovsky
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Architecting Dependable Systemswith the SAE
Architecture Analysis and Description Language (AADL)

Joyce L. Tokar

Pyrrhus Software,
P.O. Box 1352, Phoenix, AZ 85001, USA
t okar @yr r husoft.com

Abstract. Architecture Description Languages provide significant opportunity
for the incorporation of formal methods and engineering models into the
analysis of software and system architectures. The SAE AADL [1] is a standard
that has been developed for embedded real-time safety critical systems which
will support the use of various formal approaches to analyze the impact of the
composition of systems from hardware and software and which will allow the
generation of system glue code with the performance qualities predicted. This
paper will highlight the components and features of AADL that facilitate the
development of system architectures comprised of both hardware and software
components. It will demonstrate how the features of AADL may be used to
conduct a wide variety of dependability analysis on AADL architectural
models. To help in the understanding of AADL the paper will begin with a
discussion of software and systems architecture. It will then show how the
AADL supports these concepts.

Keywords: Architecture description language, Architecture anayss,
Dependability, Modeling.

1 Introduction

An architecture involves multiple views (perspectives) of the system [3] and relies, in
whole or part, on patterns or styles of representation. These views enable the
exchange of information about a system or system of systems (SOS) across a wide
variety of domains of discourse. For example, a logical view of an architecture
describes the logical relationships between various components of a system that may
be used to assess the logical flow of information through a system. Whereas a
physical view of an architecture describes how the architecture is realized in the
physical environment.

Architecture is embodied in its components, both hardware and software; their
relationships to each other and the environment; and the principles governing its
design and evolution. The architecture of a program or computing system is the
structure or structures of the system, which comprise software and hardware elements,
the externaly visible properties of those elements, and the relationships among them.

Thus, architecture helps to organize a system into components and interfaces
between these components. There are both functional and nonfunctional

R. deLemoset a. (Eds.): Architecting Dependable Systems IV, LNCS 4615, pp. 1-{13] 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 J.L. Tokar

characteristics that can be modeled as properties of a component or system. These
properties along with the model itself can then be used in analysis of the system.

1.1 Architecture: The Foundation of Good Software and Systems Engineering

Research in Architecture Description Languages (ADLS) has been focused on finding
methods to reduce the cost of developing applications and for increasing the potential
for commonality between different members of a closely related product family.
Software development based on common architectural idioms has shifted from the
lines-of-code view to coarser-grained architectural elements and their overall
interconnection structure [4]. To support architecture-based development, formal
modeling notations, analysis and development tools that operate on architectural
specifications are needed. Architecture description languages and their accompanying
tool sets have been proposed as the answer. An ADL for software applications focuses
on the high-level structure of the overall application rather than the implementation
details of any specific source module.

The AADL is an architecture descriptions language that includes support for the
development of both the execution platform components and the software components
in the system architectural specification. Thus, the characteristics of both the software
and the execution platform are available for analysis.

AADL is based upon the ground-breaking work in architecture description
languages funded by United States (US) Defense Advanced Research Projects
Agency (DARPA) and the US Army Aviation and Missile Command (AMCM).
Experiences from the use of the MetaH language and toolset developed my
Honeywell Technology Laboratories [4] provided the foundation for the definition
and development of the AADL.

1.2 Software and Systems Development with M odeling L anguages

With modeling languages the approach to software and systems development is more
integrated with the variety of participants from domains across the entire operational
embedded system. The architecture model may be refined from the requirements
phase through development into integration. This enables the detection of errors early
in the process rather than at integration level. Functiona interfaces and systems
interface are integrated into the overall model development which provides a
predictable system at the completion of development.

Analysis of the architecture may take place throughout the development cycle.
Preliminary abstract models may be anayzed for feasibility prior to actua system
congtruction. These models may aso be used to evauate interfaces and design
constraints. Model analysis facilitates the early detection of errors and flawsin a system.

2 The SAE Architecture Analysisand Description Language
(AADL)

A key to an AADL-based engineering process is an architectural specification that is
an abstraction of the system. The architectural specification must be semantically
strong enough to reflect relevant aspects of the application domain.
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Since the AADL was designed for real-time embedded system, the architectural
specification focuses on the task structure and interaction topology of a system and
captures both the software architecture and hardware architecture. This real-time
architecture model is the basis for various analyses, ranging from schedulability
analysisto reliability and safety analysis.

The architectural specification is the basis for automated system generation and
component integration. The actual components of a system may be hand-coded
software, or components modeled in a domain-specific notation and auto-generated.

Although there is a considerable diversity in the capabilities of different ADLs, all
share asimilar conceptual basis, or ontology, that determines a common foundation of
concepts and concerns for architectural description [5]. The main elements of this
ontology include: components, connectors, systems, properties, constraints and styles.

2.1 TheElementsof AADL

This section shows the correspondence between this ontology and AADL elements.
These AADL entities are used to construct analyzable models of real-time, embedded,
systems.

2.1.1 Components

Components represent the primary (computational) elements and data stores of a
system. Intuitively, they correspond to the boxes in box-and-line descriptions of
architectures. Typical examples of components include such things as clients, servers,
filters, objects, blackboards, and databases. In most ADLs components may have
multiple interfaces, each interface defining a point of interaction between a
component and its environment.

In AADL, the definition of components is extended to include execution platform
components such as buses and memories. A system is then the composition of
software components, execution platform components, and possibly other system
components. AADL supports multiple interfaces between components through the
definition of ports. AADL also supports the concept of a family of components
through the definition of multiple implementations that correspond to a component
type definition.

2.1.2 Connectors

Connectors facilitate the communication channels between components and
coordinate activities among components. Examples include simple forms of
interaction, such as pipes, procedure call, and event broadcast. Connectors may also
represent more complex interactions, such as client-server protocol or an SQL link
between a database and an application. Connectors have interfaces that define the
roles played by the various participants in the interaction represented by the
connector.

In AADL, connections are represented as the actual linkage between components.
Ports may be used to represent the flow of data and events between threads and
execution platform components. Data ports are used for ungqueued state data. Event
data ports are used for queued message data. Event ports are used for events. A port
group represents a grouping of ports or port groups. Outside a component a port
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group is treated as a single unit. Inside a component the ports of a port group can be
accessed individually. Port groups alow collections of ports to be connected with a
single connection.

Interactions between components may aso be represented by subprogram call
sequences. Flows represent the logical information flow through components.
Connections in AADL may be used to specify a mode change that may result in the
change of component configuration and interaction.

2.1.3 Systems

Systems represent related collections of components and connectors. In modern
ADLSs, akey property of systems descriptions is that the overall topology of a system
is defined independently from the components and connectors that make up the
system. Systems may also be hierarchical: components and connectors may represent
subsystems that have internal architectures.

AADL has a package configuration element that enables the collection of
components and their connections into modules that may be reused in the definition of
a system. The AADL system component is used to represent the composition of
software components, execution platform components, and possibly other system
components along with their corresponding connections. A system may be composed
of aset of systems.

2.1.4 Properties

Properties represent semantic information about a system and its components that
goes beyond structure. Different ADLs focus on different properties, but virtualy all
provide some way to define one or more extra functional properties together with
tools for analyzing those properties. For example, some ADLs allow one to calculate
overall system throughput and latency based on performance estimates of each
component and connector.

AADL provides a predefined set of properties that are applicable to the
components and connectors of the AADL. These properties specify various
characteristics of a system such as the system start-up time, or the binding of elements
to actual software or hardware modules. AADL includes support for user defined
property sets that provide additional information about a specific system or family of
systems that are unique to the user’s domain.

2.1.5 Constraints

Constraints represent claims about an architectural design that should remain true
even as it evolves over time. Typica constraints include restrictions on allowable
values of properties, topology, and design vocabulary. For example, an architecture
might constrain its design so that the number of clients of a particular server is less
than some maximum value.

In AADL, constraints appear in several different forms. In the language definition
itself, constraints are represented as assertions on the hybrid automata that describe
the behavior of an AADL specification. Component and connector constraints are
represented as limitations on the values of the corresponding properties. User may
define a design vocabulary to further constrain an AADL specification using annex
libraries and subclauses.
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216 Styles

Syles represent families of related systems. An architectura style typically defines a
vocabulary of design element types and rules for composing them. Examples include
dataflow architectures based on shared data space and a set of knowledge sources, and
layered systems. Some architectural styles additionally prescribe aframework as a set
of structural forms that specific applications can specialize.

AADL offers avariety of capabilitiesto support architectural styles. At the lowest
level, as mentioned earlier, component types may have multiple implementations thus
enabling the definition of a single interface that has a family of underlying
implementations. Components may be represented hierarchically. Thus, multiple
levels of a system may correspond to different levels in a component or system
hierarchy. Similarly, AADL supports the refinement of specifications that provides
for the layering of specification definition.

For example, a communication system within an aircraft may be viewed at the
highest level as a system consisting of a sending process, a receiving process, and a
bus. In this configuration, the system would indicate that data flows from the out data
port the sender to the in data port of the receiver viathe bus.

Further analysis of this system may reveal that the busis actually another system of
components attached at alower level to another bus. The AADL specification may be
refined to reflect this enhancement to the definition of the system architecture. The
system may be refined further to reveal the actual execution platform components. At
each stage of the refinement process, the architecture may be analyzed to determine
more about the overall behavior of the system.

In addition, packages in AADL may be used to collect common architectural
elements together for reuse. Property sets may be used to define property values that
are unique to a given style. And annexes may be used to introduce additional
representations needed to enhance a given specification or family of specifications.

2.2 Combining Elements

Based on the common foundation for ADLs, AADL components represent the
elements of a system including software elements and execution platform elements.
Shared data, ports, and parameters represent the interfaces between components.
Components are linked together using subprogram call sequences and connections.
Logical data connections are represented using flows. Systems may be represented as
collections of components, hierarchies of components, or systems of systems.
Properties represent both functional and non-functional characteristics of an
architecture. Property values are intrinsically important to model analysistools as well
as code generation and system generation. Properties may be used to represent some
of the design constraints of an architecture. Constant property values may be used to
represent invariants on adesign. Users may build property sets to define properties to
be used to constrain a particular system or family of systems even further. A
component may have multiple implementations to supply support for families of
components.

Figure 1 shows the graphical symbols of the component categoriesin AADL.
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Fig. 1. AADL components graphical symbols

2.2.1 Application Components

Components represent the primary computational elements and data of a system. A
component may have multiple implementations, each implementation defining a
particular representation of a component in its specified environment.

The AADL system component represents the composition of software components
and execution platform components. Systems support the hierarchical organization of
threads and processes. A system may be comprised of a system of systems.

Software and execution platform components provide the basic modeling concepts
that are needed to describe the runtime architecture of an application system in terms
of concurrent tasks and their interaction as well as their mapping to the underlying
execution platform.

Processes represent virtual address spaces whose boundaries may be enforced at
execution time. Threads represent schedulable units of concurrent execution. Thread
groups are used to organize collections of threads within a process.

Data components represent potentially shareable data. And subprograms represent
callable sequences of code.

2.2.2 Execution Platform Components
AADL is designed to capture the physical components and the bindings of the
application components onto the execution platform. Hence, the language includes
the definition of execution platform components.

The processor component is defined to provide the scheduling and execution
services. Memory components represent storage for data and source code.

Devices provide interfaces to external and environmental components.

Bus components provide the physical connectivity between processors, memory
and devices.

2.2.3 AADL Component Type Extension Hierarchy

Component types can be declared in terms of other component types, i.e, a
component type can extend another component type — inheriting its declarations and
property associations. If a component type extends another component type, then
features, flows, and property associations can be added to those already inherited. A
component type extending another component type can also refine the declaration of
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inherited feature and flow declarations by more completely specifying partially
declared component classifiers and by associating new values with properties.

Component type extensions form an extension hierarchy, i.e., a component type
that extends another component type can also be extended. Figure 2 illustrates the
extension hierarchy. In this example, the component type GPS extends component
type Position System inheriting ports declared in Position System. It may add a port,
refine the data type classifier of a port incompletely declared in Position System, and
overwrite the value of one or more properties. Component types being extended are
referred to as ancestors, while component types extending a component type are
referred to as descendents.

GPSSender SecureGPSSender

fe'!ﬁ%Sig nal }1 d
4& SecureGPSSignal: Position

4 Extends

mpit -~ L=m_-—-——-
4-Implements

f
e

Fig. 2. Graphical representation of an AADL type, type extension and implementation

AADL offers a variety of features that may be utilized in a component
implementation to refine and complete the component type definition. The refines
type clause refines the properties and features in the component type.
Subcomponents declare component parts. The calls clause specifies a sequence of
subprogram calls. Flows declare the logical flows through components. Modes declare
the modes of operation that are applicable to the component implementation.
Properties define the property associations for the component implementation.

2.24 AADL Subcomponents

A subcomponent represents a component contained within another component, i.e.,
declared within a component implementation. Subcomponents contained in a
component implementation may be instantiations of component implementations that
contain subcomponents themselves. This results in a component containment
hierarchy that ultimately describes the whole physical system as a system instance.

A subcomponent declaration may resolve required subcomponent access declared
in the component type of the subcomponent. A subcomponent may be declared to
apply to specific modes defined within the component implementation. Sub-
components can be refined as part of component implementation extensions.

Figure 3 provides an illustration of a containment hierarchy using the graphical
AADL notation. In this example, Sysl represents a system. The implementation of
the system contains subcomponents named C3 and C4. Component C3, a
subcomponent in Sysl’'s implementation, contains subcomponents named C1 and C2.
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Component C4, another subcomponent in Sysl’s implementation, contains a second
set of subcomponents named C1 and C2. The two subcomponents named C1 and
those named C2 do not violate the unique name requirement. They are unique with
respect to the local namespace of their containing component’slocal namespace.

C3 C4

C1 Cc2 C1 C2

Fig. 3. Graphical representation of an AADL component containment hierarchy

2.2.5 AADL Interfacesand Connections

Ports represent the flow of data and events between threads and execution platform
components. Data ports are used for the transmission of ungqueued state data. Event
data ports are used for queued message data associated with an event, such as data
transferred as part of a system interrupt. Event ports are used for events.

Connections represent the actual linkage between components. Immediate
connections represent data and events that are transmitted in the middle of a frame of
execution. Delayed connections represent data and events that are transmitted at the
deadline of the originating thread. Connections are one of three forms of interface
interaction supported by AADL. The other two are synchronous subprogram call and
shared data access.

The graphical representation of ports and connectionsis given in Figure 4.

out data port event data port
in data port event port
in out data port
port graup
immediat e data connection Caonnection to a

D/ port group element
delayed data connection ! ,‘I
H
event data connection
event connection \l

port group connection

Fig. 4. Graphica representation of AADL ports and connections
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The data that is transferred between components may be typed and characterized
by additional properties such as unit of measurement, range constraints on the data
values and constraints on the values of successive stream elements.

2.3 AADL Scheduling

AADL provides a precise specification of execution characteristics of threads and
processes. At the same time it does not prescribe a particular scheduling protocol.
AADL properties may be used to define the details of the scheduling policy and
thread dispatching. In addition, AADL threads may have properties that describe
their availability and priority for scheduling. Figure 5 shows the graphical
representation of the four types of AADL threads each with annotations that capture
their unique behaviors.

o I R S Cy SR

I Threadi I Thread2 I ' Thread1
I

Periodic thread Aperiadic thread Sporadic thread Background thread

Fig. 5. Graphical representation of AADL threads

The AADL standard includes the specification of a hybrid automata that defines
the various states of execution that are applicable to the thread scheduling and
dispatching. In addition, since AADL supports the definition of modes of operation,
the hybrid automaton includes states for mode transition and mode hibernation.

2.4 AADL Dependability, Faultsand M odes

There are often regquirements in embedded real-time systems for high dependability,
fault-tolerance, and error recovery [6]. Dependability is the ability of a system to
continue to produce the desired service to the user when the system is exposed to
undesirable conditions. [7]. A fault is an anomalous undesired change in thread
execution behavior, possibly resulting from an anomalous undesired change in data
being accessed by that thread or from violation of a compute time or deadline
constraint [8].

There is a fault framework described within the AADL standard that enables the
user to describe what happens when a fault occurs. In addition, the Error Annex [9]
provides support for error models and analysis. The AADL standard also supports the
specification of mode transition actions.

2.4.1 AADL Specification of a Modal System

One method utilized to improve the dependability of a system is through the
replication of hardware components, software components, or both. The example
given Figures 6 and 7 demonstrates how AADL may be used to specify a system that
is comprised of a primary and backup mode of operation.
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system sys
features
insignal: data port;
outsignal: data port;
end sys;

system PrimaryBackupPattern
features
insignal: data port;
outsignal: data port;
fault: in out event port ;
restart: in out event port ;
reinit: 1in out event port ;
end PrimaryBackupPattern;

Fig. 6. Textura representation of the AADL specification of the system type Pri nary
BackupPatt ern for a system whose externa interface is comprised of two data ports:
i nsi gnal and out si gnal; and threeevent ports: faul t, restart, and reinit

The implementation of the Pri mar yBackupPatt ern system is provided in
Figure 7. Thisimplementation refines the type definition with the specification of two
susbsystems: Pri mary and Backup. The implementation also specifies each of the
data port connections. It also defines three modes of operation: Pri mar ynode,
Backupnode, and Reinitnode. The implementation indicates that this
implementation of the system will start up in Primarymode. It will transition from
Backupnmode to Rei nitnpde as the result of a restart event. And will
transition from Rei ni t node to Pri mar ynode asthe result of arei nit event.

system implementation PrimaryBackupPattern.impl
subcomponents

Primary: system sys;

Backup: system sys;

connections
inPrimary: data port insignal -> Primary.insignal;
inBackup: data port insignal -> Backup.insignal;

outPrimary: data port Primary.outsignal -> outsignal
in modes (Primarymode);
outBackup: data port Backup.outsignal -> outsignal
in modes (Backupmode);
modes
Primarymode: initial mode;
Backupmode: mode;
Reinitmode: mode;
Backupmode —[restart]-> Reinitmode;
Reinitmode —[Reinit.Complete]-> Primarymode;
end PrimaryBackupPattern.impl;

Fig. 7. Textural representation of an AADL implementation of the system Pr i mar yBackup
Pattern



Architecting Dependable Systems with the SAE AADL 11

Note that the specification of the connections to the out si gnal data port include
the specification of the mode to which the connection applies, thereby clearly
identifying what event has trigger the event that is supplying the output signal data.

The graphical representation of the system Pri mar yBackupPat t er n is given
in Figure 8. Notice that the modes are encapsulated in the system components and the
backup modes and corresponding system are grey.

/ PrimaryBackupPattern.impl \
ar

. outPrimal

_— outsignal

insigna 7‘2):|-r.18acku‘ L “ Backup ‘
T ‘ VV‘O‘utBackup

Backupmode

Reinitmode -
\ reinit restart /

Fig. 8. Graphical representation of an AADL implementation of the system Pr i mar yBackup
Pattern

This example demonstrates many of the features of AADL as well as the textual
representation of the model. Architectures specified in AADL may use the graphical
notation or the textual notation.

2.5 AADL Annexesand Extensibility

Extensions to accommodate new analyses and unique hardware attributes take the
form of new properties and analysis specific notations that can be associated with
components may be defined as annex components. Users or tool vendors may define
extension sets to facilitate additional capabilities. Extension sets may be proposed for
inclusion in this standard. Such extensions will be defined as part of a new Annex
appended to the standard.

Presently, there are four standard annexes. the Graphical AADL Notation Annex
defines a set of graphical symbols for the graphical AADL notation. These graphical
symbols can be used to express relationships between components, features, and
connections in an AADL model. The AADL Meta Model and Interchange Formats,
defines the AADL meta model and XML-based interchange formats for AADL
models. The Language Compliance and Application Program Interface Annex
defines language-specific rules for source text to be compliant with an architecture
specification written in AADL. And the Error Model Annex defines features to enable
the specification of redundancy management and risk mitigation methods in an
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architecture, and enable qualitative and quantitative assessments of system properties
such as safety, reliability, integrity, availability, and maintai nability.

Use of the features of the Error Model Annex in the evaluation of dependency and
reliability of componentsis defined further in the next chapter.

The standardization of additional annexes is under development including an
annex that defines a UML profile for AADL and a Behavior annex that supports
detailed component behavior modeling.

3 The SAE AADL Development Environment

The success of any new technology is dependent upon the availability of tools that
support the use of the technology. As such, the Software Engineering Institute (SEI)
in conjunction with the US Army and several other universities has developed an
open source tool kit for AADL called the Open Source AADL Tool Environment
(OSATE).

OSATE has been built as a set of plug-ins to the Eclipse environment and is itself
extensible. OSATE includes an AADL parser that trandates textual AADL
specifications into in-core declarative AADL models. Those declarative AADL
models get persistently stored in XML according to the AADL Meta model
specification. OSATE also includes a semantic checker, various architecture anaysis
plug-ins, an AADL XML to text translator, an AADL object model editor, and an
AADL graphical editing front-end.

4 Summary and Conclusions

The core AADL supports modeling of application systems and execution platforms as
interacting components with specific semantics and bindings. Such systems are
configurable in that components have multiple implementations. Semantics defined as
part of the component categories and their predefined properties address timing and
resource consumption as well as interaction consistency in terms of matching port
types and data communicated through the ports. Behavior descriptions alow for
model checking of behaviors as well as mode—specific analyses with less conservative
results. The core language does not provide properties and semantics for al possible
architecture analyses. Instead the AADL has been made extensible both in terms of
language notation and in terms of standard annexes to accommodate further analyses.

Model-based, architecture driven software system engineering is critica to
predictably developing and maintaining large-scale systems. Architecture analysis
early and throughout the life cycle improves predictability of non-functional
properties of mission-critical systems.

The SAE AADL, as an industry standard, provides a stable common framework for
contractors to cooperatively evolve large-scale systems and for tool vendors to
provide tools for a common architecture representation.
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Abstract. For efficiency and cost control reasons, system designers’ will isto
use an integrated set of methods and tools to describe specifications and design,
and also to perform dependability analyses. The SAE (Society of Automotive
Engineers) AADL (Architecture Analysis and Design Language) has proved to
be efficient for architectura modeling. We present a modeling framework
dlowing the generation of dependability-oriented anaytical models from
AADL models, to facilitate the evaluation of dependability measures, such as
reliability or availability. We propose a stepwise approach for system
dependability modeling using AADL. The AADL dependability model is
transformed into a GSPN (Generalized Stochastic Petri Net) by applying model
transformation rules that can be automated. The resulting GSPN can be
processed by existing tools. The modeling approach is illustrated on a
subsystem of the French Air Traffic Control System.

Keywords: dependability modeling, evaluation, AADL, GSPN, model
transformation.

1 Introduction

The increasing complexity of new-generation systems raises major concerns in
various critical application domains, in particular with respect to the validation and
analysis of performance, timing and dependability-related requirements. Model-
driven engineering approaches based on architecture description languages aimed at
mastering this complexity at the design level have emerged and are being increasingly
used in industry. In particular, AADL (Architecture Analysis and Design Language)
[1] has received a growing interest during the last years. It has been recently
developed and standardized under the auspices of the International Society of
Automotive Engineers (SAE), to support the design and analysis of complex real-time
safety-critical systems in avionics, automotive, space and other application domains.
AADL provides a standardized textual and graphical notation for describing software
and hardware system architectures and their functional interfaces. AADL may be used
to perform various types of analysis to determine the behavior and the performance of
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the system being modeled. The language has been designed to be extensible to
accommodate analyses that the core language does not support.

Besides describing the systems' behavior in the presence of faults, the developers
are interested in obtaining quantitative measures of relevant dependability properties
such as reliability, availability and safety. For pragmatic reasons, the system designers
using an AADL-based engineering approach are interested in having an integrated set
of methods and tools to describe specifications and design, and to perform
dependability evaluations. The AADL Error Model Annex [2] has been recently
standardized to complement the description capabilities of the core language by
providing features with precise semantics to be used for describing dependability-
related characteristics in AADL models (faults, failure modes, repair policies, error
propagations, etc.). However, at the current stage, no methodology and guidelines are
available to help the developers in the use of the proposed notations to describe
complex dependability models reflecting rea-life systems with multiple interactions
and dependencies between components. One of our objectives is to propose a
structured method for AADL dependability model construction.

The AADL Error Model Annex mentions that stochastic automata such as fault
trees and Markov chains can be generated from AADL specifications enriched with
dependability-related information. Indeed, Markov chains are recognized to be
powerful means for modeling system dependability taking into account dependencies
between system components. Usually, they are automatically generated from higher
level formalisms such as Generalized Stochastic Petri Nets (GSPNs). The latter allow
structural model verification, before the Markov chain generation. Such verification
support facilities are very useful when dealing with large models.

During the last decade, various approaches have been defined to support the
systematic construction and validation of dependability models based on GSPNs and
their extensions (see e.g. [3-5]). We propose to take advantage of such approaches in
the context of an AADL-based engineering process, to i) build the dependability-
oriented AADL model and to ii) generate dependability-oriented GSPN models from
AADL models by model transformation. In this way, the complexity of GSPN model
generation is hidden to users familiar with AADL but who have a limited knowledge
of GSPNs. The AADL and GSPN models are built iteratively, taking into account
progressively the dependencies between the components, and validated at each
iteration. The dependability-related information is not embedded in the AADL
architectural model. Instead, it is described separately and then plugged in the
system’s components. The user can easily unplug or replace the dependability-related
information. This feature enhances the reusability and the readability of the AADL
architectural model that can be used as is for other analyses (e.g., formal verification
[6], scheduling and memory requirements [7], resource alocation with the Open
Source AADL Tool Environment (OSATE)?, research of deadlocks and un-initialized
variables with the Ocarina tool set?).

To summarize, our objectives are threefold: i) present a structured and stepwise
approach for building AADL dependability model, ii) show examples of model
transformation rules to generate GSPNs from AADL dependability models and iii)

L http://www.aadl .info/OpenSourceA A DL Tool Environment.htm
2 http://ocarina.enst.fr
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exemplify the proposed approach on a subsystem of the French Air Traffic Control
System. The set of model transformation rules is meant to be the basis for the
implementation of a model transformation tool completely transparent to the user.
Such atool can be interfaced with one of the existing GSPN processing tools (e.g.,
Surf-2 [8], Mdbius [9], Sharpe [10], GreatSPN [11], SPNP [12]) to evauate
dependability/performability measures.

Compared to our work presented published in [13] and [14], we offer here a global
view of our method's steps, by presenting a case study reflecting a real system. In
particular, the AADL to GSPN transformation rules are developed and illustrated.

The remainder of the paper is organized as follows. Section 2 discusses related
work. Section 3 presents the AADL concepts that are necessary for understanding our
modeling approach. Section 4 gives an overview of our framework for system
dependability modeling and evaluation using AADL and GSPNs. Section 5 presents
examples of rules for transforming AADL into GSPN models. Section 6 applies our
approach to a subsystem of the French Air Traffic Control System and Section 7
concludes the paper.

2 Background and Related Work

To the best of our knowledge there are no contributions similar to our work in the
current state of the art. Most of the published work on analyses using AADL has
focused on the extension of the language capahilities to support formal verifications.
For example, the COTRE project [6] provides a design approach bridging the gap
between formal verification techniques and requirements expressed in Architecture
Description Languages. AADL system specifications can be imported in the newly
defined COTRE language. A system specification in COTRE language can be
transformed into timed automata, Time Petri nets or other analytical models. Also, a
transformation from AADL models to Colored Petri Nets, aiming at formally
verifying certain properties through model checking, is presented in [15]. However, as
far as we are aware of, published work does not address generation of dependability—
oriented quantitative evaluation models from AADL specifications.

Considering the problem of generating dependability evaluation models from
model-driven engineering approaches in a more general context, a significant amount
of research has been carried out based on UML (Unified Modeling Language) [16].
For example, the European project HIDE ([17], [18]) proposed a method to
automatically analyze and evaluate dependability attributes from UML models. It
defined several model transformations from subsets of UML diagrams to i) GSPNSs,
Deterministic and Stochastic Petri Nets and Stochastic Reward Nets to evaluate
dependability measures, ii) Kripke structures for formal verification and iii) to
Stochastic Reward Nets for performance analysis. Also, [19] proposes an algorithm to
synthesize dynamic fault trees (DFT) from UML system models. Other interesting
approaches have been developed, aiming at obtaining performance measures by
transforming UML diagrams (activity diagrams in [20], sequence and statechart
diagramsin [21]) into GSPNs.
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Similarly to UML users, the AADL users are interested in using modeling
approaches allowing them to derive dependability evaluation models from AADL
specifications. The approach proposed here aims at fulfilling this objective.

3 AADL Concepts

In the AADL, systems are particular composite components modeled as hierarchical
collections of interacting application components (processes, threads, subprograms,
data) and a set of execution platform components (processors, memory, buses,
devices). The application components are bound to the execution platform. The
AADL adlows analyzing the impact of different architecture choices (such as
scheduling policy or redundancy scheme) on a system’s properties [22].

Each AADL system component has two levels of description: the component type
and the component implementation. The type describes how the environment sees that
component, i.e., its properties and features. Examples of features are i n and out
ports that represent access points to the component. One or more component
implementations may be associated with the same component type, corresponding to
different implementation structures of the component in terms of subcomponents,
connections (between subcomponents’ ports) and operational modes.

Dynamic aspects of system architectures are captured with the AADL operational
mode concept. Different operational modes of a system or a system component
represent different system configurations and connection topologies, as well as
different sets of property values to represent changes in non-functional characteristics
such as performance and reliability. Mode transitions model dynamic operational
behavior and are triggered by events arriving through ports. Operational modes may
represent fault-tolerance modes or different phases in a phased-mission system. This
dynamics may influence dependability measures (i.e., availability), thus operational
modes are taken into account in the dependability model.

An AADL architectural model can be annotated with dependability-related
information (such as faults, failure modes, repair policies, error propagation, etc.)
through the standardized Error Model Annex. AADL error models are defined in
libraries and can be associated with application components, execution platform
components, and device components, as well as the connections between them. When
an error model is associated with a component, it is possible to customize it by setting
component-specific values for the arrival rate or the probability of occurrence for
error events and error propagations declared in the error model.

In the same way as for AADL components, error models have two levels of
description: the error model type and the error model implementation. The error
model type declares a set of error states, error events (interna to the
component) and error propagat i ons®. Cccurrence properties specify the
arrival rate or the occurrence probability of events and propagations. The error model

® We will refer to error states, error events, error propagations and
error transitions without thequalifyingtermerr or in contexts where the meaning
is unambiguous (note that er r or st at es can model error-free states, error events
can model repair eventsand er r or  pr opagat i ons can model al kinds of notifications).
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implementation declareserr or transiti ons between states, triggered by events
and propagations declared in the error model type.

Figure 1 shows a simple error model, without propagations, considering two types
of faults: temporary and permanent. A temporary fault leads the component in an
erroneous state while a permanent fault leads it in afailed state. A temporary fault can
be processed and the component recovers regaining its error free state. A permanent
fault requires restarting the component.

Error Model Type [independent]

error nodel independent
features
Error_Free: initial error state;
Erroneous: error state;
Failed: error state;
Tenp_Fault: error event {Qccurrence => poisson Al};
Perm Fault: error event {Cccurrence => poisson A2};
Restart: error event {QCccurrence => poisson ul};
Recover: error event {Cccurrence => poisson u2};
end i ndependent ;
Error Model Implementation [independent.general]

error nodel inplenentation i ndependent. general
transitions
Error_Free-[ Perm Faul t]->Fail ed;
Error_Free-[ Tenp_Faul t]->Erroneous;
Fail ed-[ Restart]->Error_Free;
Erroneous- [ Recover]->Error_Free;
end i ndependent . general ;

Fig. 1. Error model example without propagations

Interactions between the error models of different components are determined by
interactions between components of the architectural model through connections and
bindings. Qut propagations are sent out of a component through all features
connecting it to other components. Thus, out propagations have an impact on any
receiving component that declares an i n propagation with the same name. In some
cases, it is desirable to model how error propagations from multiple sources are
handled. This is modeled by further customizing an error model to a system
component by specifying filters and masking conditions for propagations by using
Guar d properties associated with its features.

AADL alows modeling logical error states independently from the operational
modes of a component. It also allows establishing a connection between the logical
error states and the operational modes. For example, operational mode transitions may
be constrained, through the use of Guar d_Tr ansi t i on properties applied to ports,
to occur depending on the error state configuration of several components.

Several examples are given throughout the paper to illustrate how propagations and
Guard_Transi ti on propertiesare handled in AADL.
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4 The Modeling Framework

For complex systems, the main difficulty for dependability model construction arises
from dependencies between the system components. Dependencies are of severa
types, identified in [4]: structural, functional, those related to the fault-tolerance and
those associated with recovery and maintenance policies. Exchange of data or transfer
of intermediate results from one component to another is an example of functional
dependency. The fact that a thread runs on a processor induces a structural
dependency between them. Changing the operational mode of a component according
to a fault tolerance policy (e.g., leader/follower) represents a fault tolerance
dependency. Sharing a maintenance facility between several execution platform
components leads to a maintenance dependency. Having to follow a strict recovery
order for application components is an example of recovery dependency. Functional,
structural and fault tolerance dependencies are grouped into an architecture-based
dependency class, asthey aretriggered by physical or logical connections between the
dependent components at architectural level. On the other hand, recovery and
mai ntenance dependencies are not always visible at architectural level.

A structured approach is necessary to model dependencies in a systematic way, to
avoid errorsin the resulting model of the system and to facilitate its validation. In our
approach, the AADL dependability-oriented model is built in an iterative way. More
concretely, in the first iteration, we build the model of the system’s components,
representing their behavior in the presence of their own faults and repair events only.
They are thus modeled as if they were isolated from their environment. In the
following iterations, we introduce dependencies in an incremental manner.

The rest of this section is structured as follows. A general overview of our
modeling framework is presented in subsection 4.1. In subsection 4.2, we illustrate
how dependencies are modeled in AADL in the context of our approach. Subsection
4.3 presents briefly how a GSPN model is generated from the AADL model.

4.1 Overview

An overview of our iterative modeling framework, which is decomposed in four main
steps, is presented in Figure 2.

"’l Description of Dependencies I—l

1 2
%ADLArchitectural Model |+ |  AADL Error Model CF

AADL Dependability Model

(3) Model transformation

Validation

Dependability Model
(GSPN, Markov chain, Fault tree)

l@ Model processing

| Dependability Measures |

Fig. 2. Modeling framework



20 A.-E. Rugina, K. Kanoun, and M. Kaaniche

The first step is devoted to the modeling of the system architecture in AADL (in
terms of components and operational modes of these components). This AADL
architectural model may be availableif it has been aready built for other purposes.

The second step concerns the building of the AADL error models associated with
components of the architectural model. The error model of the system is a
composition of the set of components error models, taking into account the
dependencies between these components.

The description of architecture-based dependencies between components of the
system is based on the analysis of the connections and bindings present in the
architectural model. The corresponding error model is built based on the description
of dependencies. Making maintenance and recovery assumptions may lead to the
addition of componentsin the architectural model.

The architectural model and the error model of the system form a dependability-
oriented AADL model, referred to as the AADL dependability model further on.

The third step aims at building a dependability evaluation model, from the AADL
dependability model, based on model transformation rules. Here, we focus on
generating a GSPN from the AADL model.

The fourth step is devoted to the processing of the dependability evaluation model
(in our case under the form of a GSPN) to evaluate quantitative measures
characterizing dependability attributes. This step is entirely based on existing GSPN
processing algorithms and tools. Therefore, it is not considered here.

To obtain the AADL dependability model, the user must perform the first and
second steps described above. The third step is intended to be automatic in order to
hide the complexity of the GSPN to the user.

The iterative approach can be applied to the first two steps only or to the first three
steps together. In both cases, the AADL dependability model is updated at each
iteration. Modeling a dependency may either require to only add information in the
model or to modify the existing model and to add new information (i.e., states and
propagations). In the latter case, the AADL dependability model can be validated
against its specification, based on the analysis and validation of the GSPN model,
after each iteration.

To evauate dependability measures, the user must specify state classes for the
overal system. For example, if the user wishes to evaluate reliability or availability, it
is necessary to specify the system states that are to be considered as failed states. If in
addition, the user wishes to evaluate safety, it is necessary to specify the failed system
states that are considered as catastrophic. In AADL, state classes are declared by
means of a derived error model for the overall system describing the states of a
system as Boolean expressions referring to its subcomponents' states.

4.2 Modeling with Dependenciesin AADL

Architecture-based dependencies can be derived from the AADL architectural model.
To these dependencies one has to add recovery and maintenance dependencies. The
full set of dependencies can be summarized in a dependency block diagramto provide
a globa view of the system components and interactions. In the dependency block
diagram, each component and each dependency are represented as distinct blocks.
Blocks are connected through arcs. Their directions identify the directions of
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dependencies. This diagram and the AADL architectural model are used to build the
AADL error model progressively. Once the AADL error models of the components
are built, the dependencies are added gradualy. The order for introducing
dependencies does not impact the final AADL dependability model. However, it may
impact the reusability of parts of the model. Thus, the order may be chosen according
to the context of the targeted analysis. Generally, fault tolerance and maintenance
dependencies are modeled at the end, as their description strongly depends on the
architecture.

It is noteworthy that not all the details of the architectural model are necessary for
the AADL dependability model. Only components that have associated error models
and all connections and bindings between them are necessary.

The rest of this subsection presents guidelines for modeling i) an architecture-
based dependency and ii) a maintenance or recovery dependency.

4.2.1 Architecture-Based Dependency M odeling

The architecture-based dependency is supported by the architectural model and must
be modeled in the error models associated with dependent components, by specifying
respectively outgoing and incoming propagations and their impact on the
corresponding error model. An example is shown in Figure 3. Figure 3-a presents the
AADL architectura model (Component 1 sends data to Component 2). Figure 3-b
shows the corresponding dependency block diagram (the behavior of Component 2
depends on that of Component 1). Figure 3-c presents the AADL dependability model
where an error model is associated with each component to describe the dependency.

,—| Component 1 Component 2 1
Component 1 Comp 2 Component 1
Error model Error model
R | sender.general receiver.general

\ 1-2 Dependency !

1| 1-2 Dependency

Fig. 3. Architecture-based dependency

The error model of Figure 4 is associated with Component 1. It takes into account
the sender-side dependency from Component 1 to Component 2. This error model is
an extension of the one of Figure 1 that represents the behavior of acomponent asif it
were isolated. The error model of Figure 4 declares an out propagation Error (see
line d1) in the type and an AADL transition triggered by the out propagation in the
implementation (see line d2).

The error model receiver.general associated with Component 2 is not shown here
but is similar. The only difference is the direction of the propagation Error. Thisi n
propagation triggers a state transition from Error_Freeto Failed.

When Component 1 is in the erroneous state, it sends a propagation through the
unidirectional connection. As a consequence, the incoming propagation Error causes
the failure of the receiving component Component 2. Thei n — out propagations
Error defined respectively in the error model instance associated with Component 2
and with Component 1 have identical names. In the rest of the paper, such
propagations are referred to as name matching propagations.
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Error Model Type [sender]

error nodel sender
features
Error_Free: initial error state;
Erroneous: error state;
Fail ed: error state;
Tenp_Fault: error event {COccurrence => poisson Al};
Perm Fault: error event {Cccurrence => poisson A2};
Restart: error event {Qccurrence => poisson ul};
Recover: error event {CQccurrence => poisson u2};
(d1) Error: out error propagation {Cccurrence => fixed p};
end sender;
Error Model Implementation [sender.general]

error nodel inplenmentation sender.general

transitions
Error_Free-[Perm Faul t]->Fail ed;
Error_Free-[ Tenp_Faul t] - >Err oneous;
Fai |l ed-[Restart]->Error_Free;
Erroneous- [ Recover]->Error _Free;

(d2) Erroneous-[out Error]->Erroneous;
end sender. general ;

Fig. 4. Error model example with dependency

In real applications, architecture-based dependencies usually require describing
how error propagations from multiple sources are handled by the receiver component.
Thisis achieved by using Guar d propertiesin which Boolean expressions are used to
specify the consequences of a set of propagations occurring in a set of sender
components on areceiver component.

4.2.2 Maintenance and Recovery Dependency M odeling

Maintenance dependencies need to be described when repair facilities are shared
between components or when the maintenance or repair activity of some components
has to be carried out according to a given order or a specified strategy.

Components that are not dependent at architectural level may become dependent
due to the fact that they share maintenance facilities or to the synchronization of the
mai ntenance activities. Thus, the architectural model might need some adjustments to
support the description of dependencies related to the maintenance policy. As error
models interact only via propagations through architectural features (i.e., connections,
bindings), the maintenance dependency between components’ error models must also
be supported by the architectural model. This means that besides the system
architecture components, we may need to add a component representing the shared
repair facilities to model the maintenance dependencies. Figure 5-a shows an
architectural model example where Component 3 and Component 4 do not interact
(there is no architecture-based dependency between them). However, if we assume
that they share one repairman, it is necessary to represent the repairman at the level of
the architectural model, as shown in Figure 5-b in order to model the maintenance
dependency between these components.
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Component 1 Component 2
Component 1 Component 2
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Component 3 Component 4
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Fig. 5. Maintenance dependency

Also, the error models of dependent components with regards to their recovery
might need some adjustments. For example, to represent the fact that Component 3
can only restart if Component 4 is running, one needs to distinguish between a failed
state of Component 3 and afailed state where Component 3 is allowed to restart.

4.3 AADL to GSPN Model Transformation

The GSPN model of the system is built from the transformation of the AADL
dependability model following a modular approach and taking into account the
dependency block diagram.

The GSPN of the global system is structured as a set of interacting subnets, where
a subnet is associated with a component or a dependency block identified in the
dependency block diagram. Two types of GSPN subnets are distinguished: 1) a
component subnet is associated with each component and describes the component’s
behavior in the presence of its own faults and repair events;, and 2) a dependency
subnet models the behavior associated with the corresponding dependency. In the
AADL dependability model, each dependency is modeled as part of each of the error
models involved in the dependency. GSPN dependency subnets are obtained from
information concerning a particular dependency existing in (at least) two dependent
error models. The global GSPN contains one subnet for the behavior of each
component in the presence of its own faults and repair events, and one subnet for each
dependency between components. It has the same structure as the dependency block
diagram. The modular structure of the GSPN allows the user to validate the model
progressively; as the GSPN is enriched with a subnet each time a new dependency is
added in the error model of the system. So, if validation problems arise at GSPN level
during iteration i, only the part of the current error model corresponding to iteration i
is questioned.

5 Transformation Rules

In the next three subsections we present successively AADL to GSPN transformation
rules for 1) isolated components, 2) name matching i n — out propagations in
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dependent components and 3) systems with operational modes necessary to describe
fault tolerance dependencies. All transformation rules are defined to ensure that the
obtained GSPN is correct by construction: bounded, live and reversible. They are
aimed to be systematic in order to prepare the transformation automation. Also, the
resulting GSPN is tool-independent, i.e., we do not use tool-specific features or
predicates. It is worth noting that this section only presents a small set of
transformation rules. A more complete set is presented in [23].

5.1 Isolated Components

In the case of an isolated component or in the case of a set of independent
components, the AADL to GSPN transformation is rather straightforward, as an error
model represents a stochastic automaton. The number of tokens in a component
subnet is always one, as a component can only be in one state.

Table 1 shows the basic transformation rules.

Table 1. Basic AADL error model to GSPN transformation rules

AADL error model GSPN element
element
State Place O
Initial state Token in the corresponding place @
Event GSPN transition (timed or immediate) N
U - L. I Timed
Occurrence property of an | Distribution or probability characterizing the
event occurrence of associated GSPN transition H
Immediate

AADL transition Arcs connecting places (corresponding to AADL O_’N—’O
(Source_State-[Event] -> | Source_State and Destination_State) via GSPN
Destination_State) transition (corresponding to AADL Event)

By applying the transformation rules presented in Table 1 to the error model shown
in Figure 1, we obtain the GSPN of Figure 6.

Error_Free

L
Recover Temp_Fault Perm_Fault Restart
—

u2

nl

Erroneous Failed

Fig. 6. GSPN corresponding to the error model of Figure 1
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5.2 Transformingi n — out Name Matching Propagations

In the most general case, an out propagation declared in a propagation sender error
model could trigger n AADL transitions in this same error modd (e.g., a Failed
propagation could be propagated out both from a FailStopped and a FailRandom
states). Name matching i n propagations could be declared in r>2 propagation
receiver error models and trigger my AADL transitions in each j (j = 1...r) receiver
error model. We identified and analyzed several transformation rules for the same
AADL specification of i n — out name matching propagations. Some of the rules
are convenient when an out propagation has only one receiver. On the other hand,
these rules are hard to automate in case there are several receivers (i.e, the i n
propagation is declared in several components error models) for the same out
propagation. Also, the choice of atransformation rule fori n — out name matching
propagations impacts the transformation rules for systems with operational modes.
The transformation rulefor i n — out name matching propagations we present here
is very well adapted for the case where an out propagation has several receivers. It
also simplifies the definition of the transformation rule for systems with operational
modes. We first present an example of a pair of in — out name matching
propagations declared in two connected components in Figure 7. Then we illustrate
the chosen transformation rule on this example.

Component 1 Component 2

Error model sender.general

Error model receiver.general

Fig. 7. Sender and Recelver — name matching propagations

In Figure 7, Component 1 plays the role of the propagation sender and it sends
propagations named Error through the connection that arrives at Component 2.
Component 2 plays the role of areceiver. If it receives a propagation named Error, it
moves from Error_Freeto Failed state.

The transformation rule consists in decoupling thei n and out propagationsin the
GSPN through an intermediary place that represents the fact that the out propagation
Error occurred, as shown in Figure 8 (InOut_Error place). A token arrives in the
InOut_Error place when a GSPN transition (Out_Error) corresponding to the out
propagation (and characterized by its Occurrence property) occurs. The existence of a
token in the InOut_Error place leads to the firing of an immediate GSPN transition
In_Error (if the place Error_Free in Component 2 is marked) that corresponds to the
i n propagation. The intermediary place is emptied when the place corresponding to
the source of the out propagation is empty and the GSPN transition corresponding to
the i n propagation is not enabled. We do not empty this place at the occurrence of
the GSPN transition corresponding to the i n propagation, as we need to memorize
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the occurrence of the out propagation until all effects (immediate GSPN transitions)
of the propagation occur. This memory is used in other transformation rules.

The GSPN place NoPropag and the associated immediate transitions with
probability (1-p) and 1 respectively model the situation where the propagation does
not occur when Component 1 isin an Erroneous state. If the probability of occurrence
of the out propagation isequal to 1, then this subnet is not necessary.

Component 1
Propagation sender

Component 2

Dependency Propagation receiver

Error_Free

22 Perm_Fault

Failed

Fig. 8. Propagation from sender to receiver - transformation rule

In the general case of n AADL transitions triggered by an out propagation, with
name matching i n propagations in several receiver error models, one GSPN
transition is created for each AADL transition triggered by the out propagation in the
sender error model. Also, one intermediary place is created for each out propagation.
One GSPN transition is created for each AADL transition triggered by the i n
propagation in the receiver error models. Consequently, the number of GSPN
transitions (N,;) describing the AADL propagation is given by:

r
N, =4*n+n* > m vr>1 )
=1
where n= the number of AADL transitions triggered by the out propagation
in the sender error model;
r= the number of receiver error models;
m = the number of AADL transitions triggered by thei n propagation in

the receiver error mode j.

The first term of equation (1) represents the number of GSPN transitions that
model the out propagation, i.e., 4 GSPN transitions for each one of the n out
propagations. The second term represents the number of GSPN transitions that model
thei n propagation, i.e., one GSPN transition for each pair of i n - out propagations.

Figure 9-a shows an example of AADL dependability model with one sender and
two receivers. It istransformed into the GSPN of Figure 9-b.
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Component 1 Component 2
Component 1 Component 2 1 Propagation sender X Py ion receiver
Error model Error model
sender.general receiver.general Error_Free ° ° Ermr_Fres

Component 3 Component 3

Propagation receiver

Error model

receiver.general Erroneous

Fig. 9. Propagation from sender to two receivers

Naturally, when transforming large AADL models formed of many components,
the size of the corresponding GSPN increases. The state space size depends on the
number of components and on the dependencies between them. We have analyzed the
state space for GSPNs aobtained using our transformation rules from AADL models
with several dependent components. Indeed, the more independent or loosely coupled
components are, the larger the state space gets. To address this problem, GSPN
reduction methods, such as those mentioned in [24], may be efficiently used before
processing it to obtain the underlying Markov chain.

5.3 Systemswith Operational M odes

In AADL, there are severa mechanisms for connecting logical error states and
operational mode transitions. For space limitation reasons, in this section, we focus on
the AADL to GSPN transformation rules for Guard_Transi ti on properties,
which allow constraining a mode transition to occur depending on the error state
configuration of several components of a system. The rest of this subsection presents
successively the AADL modeling of an example of a system with operational modes,
using Guar d_Tr ansi ti on properties, and illustrates the proposed transformation
rule on this example.

5.3.1 AADL Dependability Modeling of Guar d_Tr ansi ti on Properties

We first present an example of a modal AADL system in Figure 10 and we show in
Figure 11 the association of a Guard_Transition property with the ports
involved in mode transitions. The error state configuration necessary to allow a mode
transition is expressed as a Boolean expression referring to error states and
propagations.

In Figure 10, the system is represented using the AADL graphical notation. It
contains two identical active components and two operational modes (ComplPrimary
and ComplBackup). The system is initially in mode ComplPrimary. The transition
from mode Compl1Primary to mode ComplBackup occurs when propagations arrive
through the ports Send2 of Compl and Sendl of Comp2. In this case, the second
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/
Error model

Error model
dependent.general dependent.general

________ - / - ——
-2 Dependencyj

Fig. 10. Example architectural model for a system with operational modes

(g1)
(92)
(g3)
(g4)
(g5)
(g6)

thread Conp

features
Sendl, Send2: out event port;
Receive: in event port;

end Conp;

thread i npl ementati on Conp. generic
annex Error_Mdel {**

Model => dependent. general ;
**};
end Conp. generi c;

syst em Syst enLevel Modes
end SysteniLevel Modes;

system i npl ement ati on Systenievel Mbdes. generic
nodes

ComplPrimary: initial node;

ConplBackup: node;

ConmplPri mary-[ Conpl. Send2, Conp2. Send1l] - >ConplBackup;

ConplBackup-[ Conpl. Sendl, Conp2. Send2]->ConplPri nary;
subconponent s

Conpl: system Conp. generic;

Conp2: system Conp. generi c;
connections

event port Conpl. Sendl->Conp2. Recei ve;

event port Conp2. Sendl->Conpl. Recei ve;
annex Error_Mdel {**

Guard_Transition =>
(Compl. Send2[ Fai | edVi si bl e] and Conp2. Sendl[ Error _Free])
applies to Conpl. Send2, Conp2. Sendl;
Guard_Transition =>
Conp2. Send2[ Fai | edVi si bl e] and Conpl. Sendl1[Error_Free])
applies to Conpl. Sendl, Conp2. Send2;

=}

end SystenlLevel Mbdes. generic;

Fig. 11. Guard_Transi t i on property associations
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component must take over and provide the service. The transition from mode
Compl1Backup to mode ComplPrimary occurs when propagations arrive through the
ports Send2 of Comp2 and Sendl1 of Compl. The same error model is associated with
both Compl and Comp2. It is based on the error model for isolated components (see
Figure 1). It declaresin addition an out propagation FailedVisible, which notifies the
failure of the component and whichisusedinthe Guar d_Tr ansi t i on properties.

Guar d_Tr ansi ti on properties are associated with the ports involved in mode
transitions. A mode transition occurs only if the Guard_Tr ansi ti on property
associated with the port named in it evaluates to TRUE. In our example, the mode
transition from mode Compl1Primary to ComplBackup occurs when Compl sends the
FailedVisible out propagation while Comp2 is Error_Free (see lines g1-g3 of Figure
11). The complementary condition must hold for the occurrence of the transition from
Compl1Backup to ComplPrimary (see lines g4-g6 of Figure 11).

5.3.2 Transforming Guar d_Tr ansi ti on Properties

We illustrate the transformation rule on the example of a system with operational

modes described in Figure 10 and Figure 11. Then, we discuss the use of thisrule.
Figure 12 shows the GSPN corresponding to the first Guar d_Transi ti on

property (lines gl1-g3) of Figure 11. The GSPN models of Compl and Comp2 are

incomplete in this figure.

Comp1 Guard_Transition

Error_Free SystemLevelModes

Perm_Fault .
Comp1Primary

Failed

Out FailedVisible

Comp2 Comp1Backup

Error_Free ( ®

Fig. 12. GSPN modeling of the Guar d_Tr ansi t i on property

Operational modes are directly mapped to Petri net places.

The transformation rule assumes that the Boolean expression of the
Guard_Transi ti on property isin digunctive normal form. If it is not the case,
the Boolean expression must first be transformed into digunctive normal form. Each
conjunction (referring to states and/or propagations) is transformed into an immediate
GSPN transition connected with:

— places corresponding to the states and out propagations referred to in the AND
expression via bi-directional arcs or inhibitor arcs (depending whether there are
negations in the Boolean expression or not).

— places corresponding to operational modes referred to in the mode transition
triggered by the port having the Guar d_Tr ansi ti on property.
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If, in our example above, the Boolean expression in digunctive norma form were
formed of several conjunctions, then several GSPN transitions would be connected to
the places ComplPrimary and ComplBackup.

An intermediary place corresponding to an out propagation is emptied when the
place corresponding to the source of the out propagation is empty and the GSPN
transitions corresponding to Guar d_Tr ansi ti on conjunctions are not enabled.

If an out propagation name-matches an i n propagation in a receiver component
and is referred to in a Guar d_Tr ansi ti on property declared in another receiver
component, the same intermediary place is used both for the name matching GSPN
subnet and for the Guar d_Tr ansi ti on subnet. The intermediary place is emptied
when both emptying conditions related to the name-matching propagations rule and to
the Guard_Transition rule are true. An example is shown in Figure 13. We consider
the system presented in Figure 9 contains a third component, Comp3, and that Comp1
is connected to it. The error model associated with the newly introduced Comp3
declaresan i n propagation FailedVisible. The Guar d_Tr ansi ti on istransformed
as above and the name matching propagation of Compl and Comp3 reuses the
intermediary place representing the occurrence of the FailedVisible propagation.

Comp3

Perm_Fault

Failed

SystemLevelModes

¢-| fouspuadag

Comp1Primary
Comp2 f;\
" 2
Error_Free ( @ )= =O Comp1Backup

U
Guard_Transition

Fig. 13. GSPN modeling of the Guar d_Tr ansi ti on property taking into account a name
matching propagation

6 Case Study

In this section we show how our modeling framework can be used to compare the
availability of two candidate architectures for a subsystem of the French Air Traffic
Control System. This subsystem is designed to achieve high levels of service
availability and is further detailed in [25]".

In the rest of this section, we first present the AADL architectura models of the
two candidate architectures in subsection 6.1. The dependency analysis based on these
models is presented in subsection 6.2. Subsection 6.3 details the error models

4 The AADL modeling of the subsystem and the AADL to GSPN mode! transformation are not
presented in the paper cited here.
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describing some of these dependencies. Subsection 6.4 deals with the AADL to
GSPN transformation while subsection 6.5 presents an example of dependability
evaluation for the two candidate architectures.

6.1 AADL Architectural Models

The subsystem we consider here is formed of two fault-tolerant distributed software
units that are in charge of processing flight plans (FPunit) and radar data (RDunit).
Two processors can host these units. We consider two candidate architectures for this
subsystem, referred to as Configurationl and Configuration2. Figure 14 presents both
candidate architectures using the AADL graphical notation.
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Fig. 14. AADL architectural model of Air Traffic Control System candidate architectures

The FPunit and the RDunit have the same structure (presented in Figure 10), i.e.,
they are formed of two replicas (threads): one having the primary role (provides the
service) while the other one has a backup role (monitors the primary). Both candidate
architectures use two processors. The two replicas of each software unit are bound to
separate processors. |n Configurationl, the initially primary replicas of the FPunit and
RDunit (FP_Compl and RD_Compl) are bound to separate processors (FP_Compl
bound to Processorl and RD_Compl bound to Processor2). In Configuration2, the
initially primary replicas of the FPunit and RDunit are bound to the same processor,
Processorl. The whole subsystem has two operational modes: Nominal and
Reconfigured. Connections between replicas bound to separate processors are bound
to a bus. Thus, the connection bindings to the bus depend on the operational mode of
the subsystem. A bus failure causes the failure of the RDunit replica. The primary
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replica of the FPunit exchanges data with both replicas of the RDunit. For the sake of
clarity, we show the thread binding configurations in Figure 14-a and the bus and the
connection bindings to the bus separately in Figure 14-b.

6.2 Dependency Analysis

The various interactions between this subsystem’s components induce dependencies
between them. Most of them are architecture-based, thus they are visible on the
architectural model. We took into account the following dependencies:

— structural dependency between each processor and the threads that run on top of
it. We assume that hardware faults can propagate and influence the software
running on top of it. These dependencies (S1, S2, S3 and $4 in Figure 14) are
supported by the architectural bindings of threads to processors.

— recovery dependency between each processor and the threads that run on top of
it. If athread fails, it cannot be restarted if the processor on top of which it runsis
in a failed state. These dependencies (R1, R2, R3 and R4 in Figure 14) are
supported by the architectural bindings of threads to processors.

— maintenance dependency between the two processors that share a repairman that
is not simultaneously available for the two components. This maintenance
dependency is not visible on the architectural model of Figure 14.

— fault tolerance dependency between the two RDunit threads and the two FPunit
threads. If the replica that delivers the service fails but the other one is error free,
the two software replicas switch roles. Then, the failed replicais restarted. These
dependencies (FT1 and FT2 in Figure 14) are supported by the connections
between the replicas of each software unit.

— structura dependency between the bus and the threads of the RDunit. If the bus
fails, the broken connections bound to it make the RDunit fail in mode Nominal
of Configurationl and in mode Reconfigured of Configuration2. This
dependency (F3 in Figure 14) is supported by the binding of the connection from
the FPunit to the RDunit to the bus.

— functional dependencies between the FPunit and the RDunit. The active FPunit
thread may propagate errors to both RDunit threads. These dependencies (F1 and
F2 in Figure 14) are supported by the connections of the FPunit replicas to the
RDunit replicas. Note that we consider that RDunit errors do not propagate to the
FPunit even though there is a connection from the RDunit to the FPunit.

Figure 15 shows the dependency block diagram describing the dependencies
between components of the Configurationl of the Air Traffic Control System. We
built the AADL dependability model iteratively, by integrating first the structural and
functional dependencies and then the maintenance, recovery and fault tolerance
dependencies. Due to space limitations, we further focus on the two grey-color
blocks, which represent the functional dependency between a FPunit replica and both
RDunit replicas and the fault tolerance dependency between the FPunit replicas.

The dependency block diagram for Configuration2 is similar. In Configuration2,
Processorl is linked to RD_Compl via structural and maintenance dependency
blocks and Processor2 is linked to RD_Comp2 via structural and maintenance



A System Dependability Modeling Framework Using AADL and GSPNs 33

F1
(Func dep)
FP_C 1 20
[
F —tomp (Fault Tolerance dep)

R1 ‘

F1
(Func dep)

FP_Comp2

S1
(Struct dep)

Processor1

R2 S2
(Recovery dep) (Struct dep)

I "
(Maintenance dep) (Maintenance dep)
\/

(Recovery dep)

S4
(Struct dep)

R4 R3
(Recovery dep) (Recovery dep)

(Struct dep)

FT2
(Fault Tolerance dep)
F3
(Func dep)

RD_Comp1 |¢————»| RD_Comp2

Fig. 15. Description of dependencies between components of Configurationl of the Air Traffic
Control System

dependency blocks. The functional dependency block (F3) between the bus and the
RD_Compl and RD_Comp?2 is internally different (modes are taken into account
differently in the two configurations).

6.3 AADL Error Models

We first describe in detail the functional dependency between a FPunit replica and the
RDunit replicas and the fault tolerance dependency between the FPunit replicas.
Then, we present the corresponding error models.

Functional dependency between a FPunit thread and the RDunit threads. An
error propagated from the primary FPunit replica (FP_Compl or FP_Comp2) to
both RDunit replicas (RD_Compl and RD_Comp2) will cause their failure. The
FPunit replica will recover without need of restarting. Note that the RDunit
replicas do not propagate errors to the FPunit replicas. Also, an error propagated
from a FPunit replica does not impact the other FPunit replica. This means that
we cannot use the same error model both for FPunit replicas and RDunit replicas.
The error model associated with the FPunit replicas must declare an out Error
propagation without declaring an i n Error propagation. The error model
associated with the RDunit replicas must declare an i n Error propagation that
matches the out propagation declared in the error model associated with the
FPunit replicas.

Fault tolerance dependency between the FPunit threads. The behavior we
intend to model is based on the specification presented in Section 5.3 (for
systems with operational modes). In addition to the takeover by the backup
replica when the primary replica fails, we add the following assumption. If both
components fail one after the other, the first one restarted provides the service
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and the FPunit goes to the corresponding mode. To model this behavior, we
models with  FP_Compl and FP_Comp2 and we use
Guard_Transi ti on properties on the out ports Send of both components.
These Guar d_Transi ti on properties are extensions of those presented in
Figure 11. The behavior in the case of a double failure requires including the
notification of the end of the restart procedure before moving to Error_Free state.

associate  error

Figure 16 presents the error model associated with the FPunit threads. Lines f1-f2
correspond to the functional dependency presented above while lines t1-t4 correspond
to the fault tolerance dependency. The rest of the error model is similar to the one
presented in Figure 1 for isolated components. The component may propagate errors
(out propagation Error) but it cannot be influenced by Error propagations, as it does
not declare an i n propagation Error. The end of the restart procedure is notified
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(IAmRestarted out propagation) before moving to Error_Free state.

The only difference between the error model associated with the FPunit threads
and the RDunit threads is the direction of the propagation Error and the AADL
transition triggered by it. In the error model associated with the RDunit threads, Error

isani n propagation triggering an AADL transition from Error_Free to Failed.

(f1)
(t1)
(t2)

Error Model Type [forFP_Conp]

error nodel forFP_Conp
features
Error_Free: initial error state;
Erroneous: error state;
Restarted: error state;
Fail ed: error state;
Tenp_Faul t: error event {COccurrence => poisson Al};
Perm Fault: error event {Occurrence => poisson A2};
Restart: error event {Cccurrence => poisson ul};
Recover: error event {Cccurrence => poisson u2};
Error: out error propagation {Cccurrence => fixed p};
Fai |l edVi si bl e: out error propagation {Cccurrence=>fixed 1};
| ArtRestarted: out error propagation {Qccurrence=> fixed 1};
end for FP_Conp;

(f2)
(t3)
(t4)

Error Model Implementation [forFP_Comp.general]

error nodel inplenmentation forFP_Conp. general
transitions
Error_Free-[Perm Faul t]->Fail ed;
Error_Free-[ Tenp_Faul t] - >Err oneous;
Fail ed-[ Restart] - >Restarted;
Erroneous-[out Error]->Erroneous;
Restarted-[out | AnRestarted]->Error_Free;
Fai | ed-[out Fail edVi si bl e] - >Fai | ed;
Erroneous- [ Recover] - >Error _Free;
end forFP_Conp. general ;

Fig. 16. Error model forFP_Comp
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Figure 17 presents the Guard_Transition properties that specify the
conditions under which mode transition occur, according to the fault tolerance
behavior described above. Mode transitions occur if one of the components sends the
FailedVisible out propagation while the other one is Error_Free or if one of the
components sends the |AmRestarted out propagation while the other component is
not Error_Free (meaning that a double failure occurred and the first component has
been restarted before the second one).

Guard_Transition =>
(Conpl. Send2[ Fai | edVi si bl e] and Conp2. Send1[ Error_Free])
or (Conp2.Sendl[ | AnRestarted] and not Conpl. Send2[ Error_Free])
applies to Conpl. Send;
Guard_Transition =>
(Conp2. Send2[ Fai | edVi si bl e] and Conpl. Sendl[ Error_Free])
or (Compl. Sendl[ | AnRestarted] and not Conp2. Send2[ Error_Free])
applies to Conp2. Send;

Fig. 17. Guar d_Tr ansi t i on properties associated with Send ports of FPunit threads

6.4 AADL to GSPN Model Transformation

For these two dependencies, we use only the AADL to GSPN transformation rules
presented in section 5. We first took into account the functional dependency from
FT_Compl to RD_Compl and RD_Comp2 and then the fault tolerance dependency
between FT_Compl and FT_Comp2. Before adding the fault tolerance dependency,
the GSPN subnet FT1 did not exist and the FP_Compl and FP_Comp2 subnets were
identical to the RD_Compl and RD_Comp2 subnets.

Figure 18 presents the part of the GSPN corresponding to the functional
dependency between the FP_Comp1 replica of the FPunit and the two replicas of the
RDunit and to the fault tolerance dependency between the threads of the FPunit. For
clarity reasons, immediate GSPN transition that empty intermediary places
corresponding to out propagation are not shown.

6.5 Evaluation of Quantitative M easures

Figure 19 gives the unavailability of the two candidate architectures. Such
quantitative measures are obtained from the processing of the GSPN derived from the
AADL model. In Figure 19, the varying parameter is the occurrence rate of a bus
failure; A.. A:<10"%h corresponds to a redundant bus. For Configurationd, the impact
of this parameter isimportant when A:>10"/h. Configuration2 is much less influenced
by A, asin Nominal mode, the communication between the two units does not go
through the bus. From a practical point of view, if A:>>10%h, Configuration2 is
recommended. Otherwise the two candidate architectures are equivalent.

Other analyses can be carried out on the same model. The results of several
analyses alow taking a decision about what candidate architecture best suites the
application. For example, performance analyses can be performed to determine the
impact of the choices made to achieve dependability goals on a system'’s performance.
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7 Conclusion

We presented a stepwise approach for system dependability modeling using AADL
and GSPNs. The aim of this approach is to hide the complexity of traditional
analytical models to end-users acquainted with AADL. In this way, we ease the task
of evaluating dependability measures. Our approach assists the user in the structured
construction of the AADL dependability model that is transformed into a GSPN to be
processed by existing tools. To support and trace model evolution, this approach
proposes that the user builds the AADL dependability model iteratively. Components
behaviors in the presence of faults are modeled in the first iteration as if they were
isolated. Then, each iteration introduces a new dependency between system’s
components in the AADL dependability model. The AADL to GSPN model
transformation is meant to be transparent to the user. Thus, it is based on rigorous and
systematic rules aimed at supporting tool-based transformation automation. The
model transformation can be performed iteratively, each time the AADL
dependability model is enriched. In this way, the GSPN model can be validated
progressively (hence the corresponding AADL architecture and error models can be
validated progressively and corrected accordingly, if required). Finally, we illustrated
the proposed approach on a subsystem of the French Air Traffic Control System. We
have shown the principles of the transformation and some of the rules. The work in
progress concerns the implementation of a model transformation tool to be easily
integrated into AADL and GSPN based tools.

Acknowledgements. This work is partialy supported by 1) the European
Commission (ASSERT European IP No. IST 004033 and ReSIST NoE No. IST
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Abstract. The complexity of embedded automotive systems calls for a more
rigorous approach to system development compared to current state of practice.
A critical issue is the management of the engineering information that defines
the embedded system. Development time, cost efficiency, quality and most
importantly, dependability, all benefit from appropriate information
management. System modeling based on an architecture description language is
a way to keep the engineering information in one information structure. The
EAST-ADL was developed in the EAST-EEA project (www.east-eea.org) and
is an architecture description language for automotive embedded systems. It is
currently refined in the ATESST project (www.atesst.org). This chapter
describes how dependability is addressed in the EAST-ADL. The engineering
process defined in the EASIS project (www.easis-online.org) is used as an
example to illustrate the support for engineering processes in EAST-ADL.

Keywords: architecture description language, automotive systems, systems
engineering.

1 Introduction

Current development trends in automotive software feature increasing standardization

of the embedded software structure. The need to integrate software from different
suppliers, supporting dependable real-time execution, and managing changes, all call
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for an integrated approach for software-based vehicle systems. Unfortunately, the last
decade has shown that even connecting rather simple stand-alone systems to
integrated systems has led to a number of unexpected vehicle failures. The complexity
of embedded automotive systems calls for a more rigorous approach to system
development than is current state of practice. A critical issue is the management of the
engineering information that defines the embedded system. Development time, cost
efficiency, quality and most importantly, dependability all benefit from appropriate
information management.

Dependability is a broad concept covering many qualities that are otherwise
considered separately, including reliability, availability, safety and security (see [22],
[33], [35]). It refers to the overall property of a system that justifies placing one’s
reliance or trust on it [2]. Design for dependable computer systems involves
techniques from, at least, three major engineering approaches [33]: safety-
engineering, dependability-engineering, and real-time system engineering. The safety
engineering approach addresses the environmental consequences of faults and often
relies on dependability services (e.g. fault-tolerance) to control hazards that cannot be
eliminated by design. The dependability engineering approach emphasizes the quality
of services when faults occur, with a focus on reliability. The engineering of real-time
systems often takes both fault tolerance and safety solutions into consideration but
pays special attention to hazardous timing-dependent behaviors. In such approaches,
models play a central role in making and justifying design decisions and in providing
early quality feedbacks. From a system development point of view, one challenge is
to enable an integrated analysis and design and hence to make the information align
with each other during design or changes.

System modeling based on an architecture description language (ADL) is a way to
keep the engineering information in a well-defined information structure. The EAST-
ADL was developed in the EAST-EEA project (www.east-eea.org), and is an
architecture description language for automotive embedded systems. It is currently
refined in the ATESST project (www.atesst.org). The guidelines for this refinement
process are the identification and integration of the most adequate approaches and
techniques for each need (specific to the automotive domain). The EAST-ADL2
language contains thus UML2 basic constructs, the requirement concepts from
SysML, practical variability approaches for highly complex product lines developed
fro the automotive domain, function modeling from SysML, behavior from SOTA
tools and UML?2, error behavior from AADL, implementation modeling from
AUTOSAR, and finally non functional properties from MARTE are reused.

The differences between SysML and EAST-ADL are the following: the SysML
language is reused as far as possible, EAST-ADL providing for the
framework/ontology to guide the use of SysML concepts in an automotive context.
The SysML-based part of EAST-ALD?2 is linked to the automotive implementation
concepts from AUTOSAR and augmented with concepts from AADL and MARTE.
Variability constructs and verification and validation constructs are further
contributions beyond plain SysML.

This chapter describes how the refinement made on several sub parts of the EAST-
ADL language address the issue of system dependability. Section 2 presents an
overview of the language constructs, the subsequent sections deal in turn with several
aspects of dependability: requirements, variability modeling, analysis methods and



Towards Improving Dependability of Automotive Systems 41

engineering process support. The latter uses EASIS engineering process as an
example. Finally, future steps which form the ongoing work in the ATESST project
are underlined and some conclusions drawn.

2 Overview of the EAST-ADL

EAST-ADL is an architecture description language, dedicated to automotive
embedded electronic systems, developed in the context of the ITEA cooperative
project EAST-EEA (http://www.east-eea.net/) finished in 2004.

This language is intended to support the development of automotive embedded
software, by capturing all the related engineering information. The scope is the
embedded system (hardware and software) and its environment. On top of the formal
description of the elements, the language defines different abstraction levels that
reflect different detail level of the architecture and implicitly different stages of an
engineering process. The detailed process definition is company specific.

The EAST-ADL language constructs support:

e vehicle feature modeling including variability concepts to support product
families

e vehicle environment modeling to define context and perform validation

e Structural and behavioral modeling of software and hardware entities
supporting refinement to code and binaries in the context of distributed
system

e requirements modeling and tracing with all modeling entities

e other information part of the system description, such as a definition of
component timing and failure modes, necessary for system verification
purposes.

The language is structured in five abstraction layers, each with corresponding
system representation (in brackets):

0. operational level supporting final binary software deployment (Operational
Architecture)

I.  implementation level with reusable code (platform independent) and
AUTOSAR compliant software and system configuration for hardware
deployment (Implementation Architecture)

II. design level for detailed functional definition of software including
elementary decomposition (Design Architecture)

III. analysis level for abstract functional definition of features in system context
(Functional Analysis Architecture)

IV. vehicle level for elaboration of electronic features (Vehicle Feature Model)

Note that environment model spans all abstraction levels, and that requirements
and variability constructs apply to modeling elements regardless of abstraction level.
Depending from the different abstraction view, structural decomposition of the
automotive electronic system is decomposed based on functional definition of the
system. At vehicle level, feature are stamped from their interaction with vehicle
environment, and then refined during Analysis and Design level with ADL function
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description. Toward ADL function description, external behavioral description is
documented to support integration in the architecture with EAST-ADL semantics,
while internal behavioral definition is either defined with native ADL representation
(state chart for example), or mainly referencing external tool with dedicated feature
for algorithm numerical representation. At implementation level, relation between
ADL function and software component is set, to allow software deployment on
hardware architecture at operational kevel. Starting from Design level, hardware
elements are part of the core language, and allow to model sensor, actuator and
hardware elements to represent core, peripheral, pins, communication bus, and
middleware service applicable to automotive context and standardized with
AUTOSAR initiative.

The ATESST project is currently aiming to refine the EAST-ADL language in the
context of dependability concerns, supporting OMG standard alignment and the new
automotive domain standardization AUTOSAR (http://www.autosar.org/).

To support a sound EAST-ADL language in relation to the new automotive
standard, the lower levels of the language have been reworked to support software
and hardware model entities standardized in the AUTOSAR templates. Detailed
adjustments are in progress to assess matching of AUTOSAR ontology with abstract
representation at design level.

To cover dependable systems, on going activities enrich requirement constructs to
satisfy the needs of different integrity levels, refine the modeling entities to support
necessary analysis methods, to finally being able to support an engineering process
for safety. Transversal to these concepts, with same consideration for dependability,
the variability constructs of EAST-ADL are improved to support vehicle product
lines, the major productivity driver in automotive industry.

3 Dependability Requirements

In order to better support the development of dependable systems, the EAST-ADL
does not only include means to create analysis and design models of the system to be
developed (at varying abstraction levels), but also language means

e to specify required properties of the system (at varying degrees of
abstraction),

e to trace requirements between system refinement and system decomposition
levels

e to require satisfaction of requirements for system components,

e to refine the specification of requirements by behavioral models

e to verify requirements by verification and validation activities.

The EAST-ADL does not start from scratch but closely aligns its requirements
concepts to SysML 1.1 [27], as currently standardized by the OMG organization.
However, extensions and adjustments are made to these proposals based on the needs
of the automotive application domain.
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3.1 Basic Requirements Relations

Four requirement relations from SysML are used in the EAST ADL, Figure 1.

Behavioral models that specify
the requirement in more detail

?

| Refine-Req

|

|
System components | Satisfy-Req Verify-Req 3 i

which have to [ Requirement --------- + V&\t/hza;esufr:r; ‘;ft”fy

satisfy the requirement | q

|

| Derive-Req

I

)

New requirements derived
after a system decomposition
or system refinement

Fig. 1. The basic requirements relations refine, verify, derive, and satisfy. (adopted from
SysML).

First and foremost, requirements may be used to textually specify required
properties of the system to be developed. The textual specification of a requirement
can be refined (using the “refine” relationship from SysML) by attaching behavioral
models — such as use-cases, activity diagrams or state machines — to requirements.

Requirements are refined into more detailed requirements after a system
refinement or a system decomposition step. This concept is supported by the “derived
requirement” relationship to allow a hierarchical view of requirements to be defined.
It allows analysis of requirements to determine multiple derived requirements that
support a source of requirement, and the document requirement over the system
decomposition, but also over the different abstraction view point of feature
development from different disciplines.

Specific UML constructs such as use case or activity diagram assist requirement
analysis for better description or prepare further refinement. These constructs are
associated to requirement entities via a “refine” construct.

Requirements apply to the various system components which are introduced to
satisfy them. This concept is modeled using the “satisfy” relation from SysML.

Requirements traceability is completed by the verification and validation
relationships. These defines how the verification and validation activities, such as the
testing activities fit criteria explicit for the verification and validation goals and how
its associated verification and validation cases, such as test cases, verify the
requirement. This is modeled using the SysML “verifies” relationship along with
constructs that capture and relate V&V to the requirement and system components.

The “satisfy” and “derive” relations are illustrated in Figure 2.
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Vehicle Feature Model <<FunctionalRequirement>>

ABSFunctionality
Id : 0001
text : ABS shall reduce break
distance in all driving
<<Satisfy-Req>> condition

. . . <<Derive-Req>> <<Derive-Reg>>
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Fig. 2. The figure illustrates requirements tracing and linking to system components

The refinement of a requirement by means of a use case is illustrated in Figure 3.
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Fig. 3. The figure illustrates the refinement relation

3.2 Requirements Types

Methodically, EAST ADL differentiates between functional requirements, which
typically focus on some part of the “normal” functionality that the system has to
provide (e.g. “ABS shall control brake force via wheel slip control”), and quality
requirements, which typically focus on some external property of the system seen as a
whole (e.g. “ABS shall have an MTTF of 10.000 hours”).

Quality requirements are further classified from standardized enumeration list:
Performance, Dependability, HMI, Configurability, Ergonomy, Safety, Security,
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Others. Below, the two examples ‘“safety requirements” and “timing requirements”
are discussed in more detail.

3.3 Safety-Related Reguirements

In order to perform safety assessments of the vehicle systems, safety requirements in
the refined EAST-ADL have attributes and related entities to define the requirement
and the hazard it mitigates. Hazards or hazardous events are part of the environment
model and are characterized by attributes for severity, exposure and controllability
[16]. The hazardous event may be further detailed by e.g. use cases, sequence or
activity diagrams.

Safety requirement attributes includes safety integrity level (SIL), operation state,
fault time span, emergency operation times, safety state, and functional redundancy to
record dependability characteristics [16]. A requirement can be traced from the
abstract vehicle model all the way to its derived requirements allocated to the final
hardware and software components. Depending on abstraction level, some or all of
these attributes are applicable.

3.4 Timing Requirements

Embedded systems have several timing requirements. On the top level, there are
performance requirements based on e.g. ergonomics or safety. To meet such top level
timing requirements, or to sustain the selected design regarding resource scheduling
or interaction between components, timing requirements can be seen on all
abstraction levels of an automotive system. Timing errors are the source of many
failures, and it is thus important to correctly express and subsequently analyze timing
properties. Examples of timing requirements that are supported by the EAST-ADL
include end-to-end deadlines, period timing and worst case execution time. The goal
is to be able to support the analysis techniques necessary for high integrity automotive
systems.

3.5 Explicit Modeling of Verification and Validation (V& V) Artifacts

In order to support the development of dependable systems, the EAST-ADL offers
detailed means to explicitly model central artifacts of verification and validation
activities and to relate these artifacts to requirements. This allows for explicitly and
continuously planning, tracking, updating and managing important V&V-activities
and their impact on the system in parallel to the development of the system.

The combination of a V&V-case, its environment (element V&V Stimuli,
V&ViIntendedOutCome, V&VActualOutCome) and its target object (element
V& VTarget) is described as a V&V context. A V&V-case will take very different
forms, depending on the kind of V&V activity performed, e.g. safety analysis,
specification, design or implementation review, functional analysis by simulation,
SIL-testing, HIL-testing, or vehicle testing. In general it consists of a number of
V&V-procedures to be applied to the target object, which are recorded close the
modeling artifact. Each procedure may contribute a dedicated aspect in the
verification of some requirement and the EAST-ADL allows documenting this
relationship by means of the “verifies” relation. These informations and relations
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between model, requirement and verification validation information are a way to
ensure all requirements are satisfied in the configuration that correspond to produced
vehicle. Also test coverage control is simplified by centralized information analysis,
and guarantee adequate usage and representation of environment for validation,
critical for correctness and safety of realized functions. The context of function reuse
will also benefit from these formals associations, by a consistent functional package.

The basic association of a V&V-case to a requirement and to its V&V context is
illustrated in Figure 4.

<<V&VContext>>

<<V&VCase>> _<<V&VTarget>>
<FunctionalRequirement> <Verity-Rego> ABSActivationTest Chassis Network HIL-Prototype
ABSActivation V&V Method: Dynamic with HIL
Id : 0003 V&V Purpose : Test for individual wheel
text : ABS shall detect slippage with alternative wheel
individual wheel acceleration
acceleration V&YV TestCase: simulate slippage behavior
at each wheel individually

<<V&VStimuli>> <<V&VIntendedOutcome>> <<V&VActualOutcome>>
HIL test script Intended ABS activation Actual ABS activation

Fig. 4. The figure illustrates the verification of a requirement

4 Variability Modeling for Safety-Related Systems

Most of the systems developed today are variable systems. This holds in particular for
automotive systems where the systems or parts of them are reused rather than
developed from scratch. In order to develop dependable systems, reuse must be
supported systematically to be safe, beneficial and effective. The main technique to
systematize reuse is to manage the system’s variability appropriately. There are two
reasons:

e Reuse means handling of changes (i.e. variability); systematic reuse
essentially means handling of expected and wished changes. So one has to
ask how changes occur, which changes are right and wished, and which
changes are occasional, uncoordinated or historically conditioned and hence
possibly dispensable. Thus, if a product is changed in the course of time,
these questions should be asked at all stages of development. Because in any
stage individual solutions or approaches may need to be realized, or short-
cuts or simplifications may be necessary as a result of short development
schedules. These temporary changes should not become methodical, e.g. by
putting them as a specific and reusable variant in a reuse platform; this
means that techniques must be provided to prevent developers from making
short-term solutions part of a reuse framework. Variability management
provides for the right amount of the right changes to be communicated
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throughout the system development process. As a consequence, future
manufacturer development teams as well as suppliers will profit from
variability management, since it can provide improved systems produced in
shorter and more cost-effective development cycles.

e By managing the variability, differences are made explicit. Explicit
documentation is beneficial for all stakeholders that need an abstract view on
the system, like business management or customers. The system’s variability
is the basis on which they can decide for their choices: management becomes
aware of the diversity and resulting complexity of the products with the
consequence that variants are brought as assets to market consciously; and
the customer is given access to the product portfolio with all its variants.

Variability in the automotive domain is highly complex. The complexity of
automobile electronics arises because of the distribution of a variety of interacting
functions over a number of different components and a large number of interfaces, as
well as the variation resulting from inevitable product differentiation.

This situation is problematic, because so far there is no methodical support to reuse
features or artifact elements between different model ranges and thus achieve
economies of scale: we use the term model range in order to describe a set of vehicles
that have recognizable commonalities; these vehicles can also differ from one another
with respect to the choices e.g. made by a customer. This kind of differentiation
within the model range we call model range specific variability. Forms of model
range specific variability include variability through optional equipment, variability
through special purpose vehicles (police cars, taxis ...), variability through country-
specific equipment, and variability through specific design (cabriolet, estate ...).

The classical definition of a software product line is based on kinds of product
families that are similar to model ranges and furthermore asks for explicit activities to
manage the commonalities and differences of the products: “A software product line
is a set of software-intensive systems sharing a common, managed set of features that
satisfy the specific needs of a particular market segment or mission and that are
developed from a common set of core assets in a prescribed way” [7].

Model range specific variability must be managed in order to realize reliable and
reusable artifact specifications and to make the model range specific variability
visible.

In the automotive domain beneficial reuse is based on using artifacts between
different model ranges. Different model ranges can also differ in their underlying
variability approach and thus a technique is needed to express variability and
commonality of model ranges, i.e. a technique to manage model range spanning
variability. Such a technique is needed to develop systems because a practical and
successful way to realize dependability is to profit from previous system
development: previous artifact elements and variability approaches are improved by
usage in practice.

In the remainder of this section we describe how model range spanning variability
can be handled. We distinguish between two cases of variability management: the
global perspective for the entire vehicle represented in EAST-ADL by the vehicle
feature layer (cf. Section 4.1) and variability of individual development artifacts, e.g.
the component diagrams and their related behavioral descriptions on the functional
design layer (Section 4.2).
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4.1 Variability Modeling on the Vehicle Level

Variability management is required on two levels: First, within each artifact — such as
a requirements specification, a design model or test case — variability with respect to
the artifact’s contents has to be defined. For example, it has to be specified that
certain requirements are only valid for selected models or in some markets. Second,
all such variants and combinations defined on the artifact level have to be coordinated
and strategically managed on a global perspective for the entire product range. In this
section we focus on the latter, the big picture, while the next section is then devoted to
a discussion of artifact level variability modeling.

Variability modeling for large industrial product ranges is faced with several
challenges. First of all, the degree of complexity is enormously high. Today’s global
automotive manufacturers, for example, usually comprise several brands, most of
them partitioned in divisions for passenger vehicles and commercial vehicles each
including many model ranges. Those manufacturers also offer their products in many
diverse markets and market segments with diverse legislation and customer demands.
And clients expect to be able to further customize the model of their choice. All these
different aspects lead to product variability. In recent years, parts of the industry tried
to face this challenge by avoiding variability wherever possible. While this is
certainly an important approach, it cannot be the only way to deal with the problem.
From a marketing perspective, it is of utmost importance to tailor products as closely
as possible to the customers’ expectations. Consequently, variability of substantial
complexity will remain an important issue for automotive development.

Another challenge for modeling variability in this context is related to the way
automotive industry is organized. Development and production in this domain are
traditionally characterized by a high degree of collaboration between an original
equipment manufacturer (OEM) and its suppliers. From the perspective of a
development methodology this means, that no actor, neither the OEM nor any of the
suppliers, actually has a global view on the system and its development artifacts. In
particular, even for the OEM, many subsystems appear as black-boxes in the overall
design of the vehicle and vehicle range. Especially for variability modeling on the
vehicle level — as a means to globally manage development from a central perspective
— this is an important aspect to be taken into account.

Finally, the development of the artifacts themselves poses an important challenge
for variability modeling, or, more precisely speaking, the methods, languages and
formalisms in which these artifacts are formulated and the tools in which they are
maintained. These methods and tools are of very different form and nature, thus
introducing a vast heterogeneity in automotive development. Due to the involvement
of a multitude of different actors (esp. different companies), the size of automotive
corporations, the long adoption cycles for new methods and tools and the need to
maintain legacy artifacts relying on legacy methods and tools, this heterogeneity of
development means cannot be eliminated, however desirable this may seem.

Therefore, we can summarize the most important challenges to be considered when
providing a feasible concept for variability modeling on the vehicle level as follows:

e  variability of very high complexity
e high degree of collaboration within and between automotive companies
e heterogeneity of development processes, methods and tools.
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One of the most common concepts of variability modeling are feature models,
which were introduced by Kang et al. [17], [18]. In particular, they are used to
document what characteristics are common to all products and which characteristics
differ from one product to another. Also dependencies between characteristics are
defined in feature models. A feature in this context is a certain characteristic or trait
that each product instance may or may not have. Usually, feature models are
hierarchically structured as feature trees or directed acyclic graphs, i.e. tree-like
structures in which a node — here a feature — may have more than one parent. A small
sample feature tree is shown in Figure 5. Apart from documenting the commonalities
and differences between products of a product range, feature models also serve as
coarse-grained requirements. This last aspect often is not well covered by feature
modeling methodologies in that they lack a detailed definition how features and
requirements are related. It is one aim of the effort of refining the EAST-ADL in the
ATESST project to provide a detailed proposal for this which serves the needs of the
automotive domain.

Engine Control Infotainment / Body Electronic System

Telematics ./\@

FrontWiper CruiseControl

mlinergy A

Advanced Consumption Basic ACC

Speed-Ctrld Rain-Ctrld

Fig. 5. The figure depicts a sample feature model. Edges connected with an arc denote
alternative features (e.g. cruise controls Basic and ACC). A filled circle means that the
corresponding feature is mandatory; an optional feature is supplied with an empty circle.

Feature models are, by now, a well-established instrument for variability modeling
in traditional software engineering domains. However, when applying this technique
for the development of complex software intensive systems, in particular automotive
control systems, several open issues arise due to the challenges described above. This
is true, even though feature models are to some extent an answer to the above
challenges: By providing an abstract view on a system’s variant and invariant
characteristics, feature models are able to serve as a link between management,
marketing and development within a single company. They also serve as a link
between companies to assist communication, from contract negotiations to inspection
of the supplied deliverables. Finally, they can provide a central view of variability in a
wide range of development artifacts, thus becoming the core of all variability and
evolution management. Some open issues remain however and these are subject to
recent research activities of the software product line community. In the course of the
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ATESST project, results emerging from these activities are integrated and, where
necessary, adapted or complemented to meet the demands of the automotive domain.

For the purpose of this overview, we only introduce one of these issues briefly to
provide an example. When applying feature modeling in traditional software domains,
the process of configuration — i.e. selecting or deselecting optional features and thus
choosing one of the model’s possible products — is usually an interactive activity of a
customer or an engineer acting on behalf of a customer and takes place for each
delivered product separately. In contrast, feature models used as a central view on an
automotive manufacturer’s product range are far too complex and include far too
many purely technical features to be directly configured by the customer. Many
choices depend on the country for which the vehicle is built or what supplier is
currently able to offer a certain subcomponent at the lowest price. Therefore, many
configuration decisions have to be pre-defined and documented and the remaining
variability has to be packaged and set up for customer configuration.

Fig. 6. The figure depicts an example of several orthogonal product decisions with different
rationales and from different stakeholders, all influencing the same feature

The pre-defined configuration decisions can become impressively complex:
selection decisions for several hundreds or even thousands of features are often each
influenced by several orthogonal considerations (illustrated in Figure 6). Therefore it
is not feasible to supply each feature with a logical expression stating when the
corresponding feature will be selected, because these would each be influenced by
many different orthogonal considerations and will therefore be extremely difficult to
adapt to changes of individual considerations. To solve this problem, so called
product decisions and product sets are used to clearly document the orthogonal
configurations considerations, their rationale and the person responsible for them. For
a detailed discussion of this problem and the mentioned solution concept please refer
to [31] and [32].

4.2 Variability Modeling of Artifacts

On the artifact level, the situation is much different. While variability definitions can
become fairly complex here too, the mere size of these definitions is not one of the
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primary problems. Also the number of engineers or teams which are directly
manipulating an individual artifact is comparatively manageable in most cases. In
contrast, the main difficulty for variability modeling within artifacts consists in that
the concepts for defining variability are closely coupled with the structure and nature
of the artifact’s contents. The challenge is to find a concept suitable to express
variability in artifacts ranging from requirements specifications with their rather
textual content over EAST-ADL’s component diagrams — namely the functional
analysis architecture and the functional design architecture — to test case descriptions.

In addition, the many semantic relations between artifacts pose another important
challenge to variability modeling on this level, because they bring about manifold
dependencies of the variability definitions across artifacts. For example, when a
certain signal is defined as being variable within a component’s interface in the
functional design architecture, this must be reflected by the variability definition
within the state machine specifying the component’s behavior: all transitions
triggered by the respective signal have to be labeled variable, if sufficient detail is
considered.

Another challenge to be solved on this level is to check whether all variability
defined as desirable on the global vehicle level can be realized by way of the
variability provided within the artifacts. In other words, for all desired product
variants, there must exist a corresponding valid configuration of the artifacts.
Similarly, it must be possible to discover redundancies in the variability definitions,
i.e. possible configurations which are superfluous according to the global variability
definition of the vehicle level.

To solve these obstacles, an approach called variation point propagation [37] is
used. The basic idea of this approach is that whenever a variation point is added to an
artifact, a number of additional variation points are deduced based on a set of
predefined rules. The fact that the EAST-ADL is designed as a comprehensive
framework consisting of a fixed set of mutually aligned artifact types is a great
opportunity for this approach.

Regardless of whether the internal - component view - or external - vehicle view -
variability is considered, the complexity of variability calls for a rigorous approach to
avoid the introduction of potentially dangerous failures. With the same means, the
potential of improved reliability through re-use can be realized.

5 Dependability Analysis Methods

The purpose of an architecture description language is to capture engineering
information for documentation as well as analysis. One focus of EAST-ADL is to
enable an integrated dependability analysis and architecture design. This section will
discuss some analyses that are of particular concern for EAST-ADL as a means to
improve dependability and provide an overview of current language support for error
modeling and the integration of an external tool for safety and reliability analysis.

As a key element of safety analysis, hazard analysis aims to identify hazards and
the causes and consequences of system failures. Normally, hazard analysis also
involves the assessment of hazard levels in terms of probability and criticality and the
generation of safety requirements. For safety critical systems, it is preferable to
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perform such an analysis at different design stages and levels of abstraction [35]. Two
well-known techniques for identifying unknown hazards are HAZOP (Hazard and
Operability Studies) [20] and FFA (Functional Failure Analysis) [34].

Revealing the factors causing hazards is an essential step toward specifying safety
requirements and designing hazard control solutions. This activity is also referred to
as hazard causal analysis [22]. Common techniques for this type of analysis include
FMEA (Failure Modes and Effects Analysis) [28] and FTA (Fault Tree Analysis)
[37]. FMEA is a bottom-up technique that derives the possible causes of
system/component failures by reasoning about the effects of abnormal behaviors and
other details within a system/component. The results from FMEA are often captured
in tabular form. FTA is a top-down technique that searches for the possible causes of
a given system/component hazard by going back from a top-level failure event to the
lower-level events contributing to it. The results from FTA are presented as fault trees
depicting the causal or logical relationships of events. In recent years, several
adaptations of such classical techniques, originally developed for physical systems,
have been proposed, targeting software programs at different levels of detail, such as
the extensions of HAZOP in [5], [21], SW FMEA in [24] and SW FTA in [6]
and [23].

The focus of classical safety analysis techniques lies, in general, on supporting the
reasoning of possible failures (i.e. in terms of failure modes) and on recording the
causal relationships in failure events (e.g. in tabular and tree structures). The analysis
usually requires a description of the logical structure of systems, e.g. as a data flow
diagram. However, it is up to the engineers, based on their understanding of the
systems, to determine the actual failures of concern and the propagations. Another
common limitation of classical techniques is the combinational effects of multiple
component failures. While a component can have failure modes, it might make sense
to consider the effect of multiple component failures in a certain time sequence.
Historically, the discontinuity between system and software safety requirements has
made the translation from system safety requirements to software requirements
difficult. Fault trees, constructed for hazard causal analysis, have also been used or
interpreted as safety requirements. However, since traditional fault trees cover only
the causal aspect of failures in Boolean logic, they are considered insufficient for
specifying software systems because of the lack of information concerning ordering,
timing and synchronization.

Over the years, various formal safety analysis techniques have been proposed to
extend and complement classical safety analysis techniques and also to automate the
activities. These formal techniques differ from the classical ones in that they provide
executable models, e.g. by the use of Petri-nets in [14] and temporal formulas in [15],
and by using some formal/mathematical methods to check safety properties (e.g.
model-checkers or theorem-provers). The use of formal safety analysis techniques,
although not new, is still immature. Some major obstacles relate to integrating system
design and formal safety assessment in respect of the engineering activities, the
models, and the tools [11]. Recent research efforts addressing formal safety analysis
of complex systems include the European project ESACS (FP5) [4] and its follow-up
project ISAAC (FP6) [1] for aeronautical systems. The ESACS methodology
distinguishes models of nominal and failure behaviors by providing an extended
system model that refines the model for nominal system behaviors by adding failure
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modes. The modeling is supported by formal languages like AltaRica [19] and the
analysis by various tools. For example, the toolset and environment FSAP/NuSMV-
SA [3] has been developed for safety analysis. It provides support for model
construction with a library of predefined failure modes, automatic fault injection and
definition of safety requirements in temporal logic formulas, automatic fault tree
construction and simulation.

The aim of reliability and availability analysis is to estimate the failure rates and
repair time of a system or its components. One way of performing the analysis is to
first define a stochastic process describing the error propagations, e.g. by using
Markov modeling, and then to derive the overall reliability and availability from the
reliability of the parts. The analysis can be based on fault trees. For example, the
Galileo fault tree analysis tool [36] supports reliability analysis by transforming fault
trees into equivalent Markov models. It implements the DIFTree (Dynamic
Innovative Fault Tree) analysis methodology, which combines static and dynamic
fault tree analysis techniques. The dynamic fault trees extend traditional (static) fault
trees by ordering failure behaviors and their functional dependencies.

«dunctionalDesignArchitecture»
FDA

«aDLFunctionProt...  (ap FunctionProtolty...
Dt e Ay SV_ABS:SVA.. | sy aBSX4:SV A..

Architecture modelling and error Analysis External tool for safety and
modelling in an Eclipse environment plug-in reliability analysis

Fig. 7. A conceptual illustration of an EAST-ADL error models and its integration with the
external analysis tool HiP-HOPS

The EAST-ADL will support several types of analysis, several of which directly or
indirectly target safety. Examples of these include the mentioned safety and reliability
analysis techniques. To this end, the EAST-ADL language provides explicit support
for modeling error behaviors and propagations, deriving and managing the safety
requirements, and integrating external analysis tools. As a first step towards this goal,
a proof-of-concept integration of the HiP-HOPS method (Hierarchically Performed
Hazard Origin and Propagation Studies) [29] has been development. Figure 7
illustrates the architecture modeling and error modeling in an Eclipse environment
and an example output produced by HiP-HOPS. The integration is performed through
the Eclipse plug-in technology. The HiP-HOPS method integrates a set of classical
techniques for safety and reliability analysis, including FFA, FTA, and FMEA, and



54 P. Cuenot et al.

provides the possibility of taking the combinations of errors and the temporal ordering
into consideration. The method and tool has been incorporated earlier into the
European projects TTA and SETTA. The analysis leverages include fault trees from
functional failures to their causes in terms of software and hardware errors,
calculations of minimal cut-sets, FMEA tables for component errors and their effects
on the behaviors and reliability of entire system.

The language support for safety and reliability analysis is provided through the
EAST-ADL error modeling package, targeting an architectural solution at different
levels of abstraction captured in EAST-ADL. It also enables the traceability to system
requirements and the associated V&V cases, environmental conditions, and
architectural relationships such as communication and allocation. The concept is
shown in the Figure 8, where the components A and B represent components of
different types in an automotive EE system like function blocks, software and
hardware components. The A Rel B represents an architectural relationship between
two components, which can for example be an allocation or a communication.
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Fig. 8. The figure depicts the major relationships of EAST-ADL error modeling and other parts
of the language

The EAST-ADL modeling package extends the architecture modeling support by
allowing the failure semantics to be specified for every architectural entity and
provides explicit information about the error propagations. The architectural entities
of concern include abstract functional blocks in the Functional Analysis Architecture
(FAA), software design components in the Functional Design Architecture (FDA),
and hardware components in the Implementation Architecture (IA). Each architectural
entity is associated with an error model, consisting of a set of local error behaviors.
Each local error behavior specifies a particular failure semantics that relates a set of
component internal failure events and a set of local effects of external failures (e.g., a
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failure of underlying hardware component or a value failure of input) to a particular
local failure mode that can propagate to the environment (e.g., value failures of an
output). It is also possible to associate several alternative error models to an
architectural entity, of which one particular instance will be chosen for a particular
analysis through the use of EAST-ADL variability mechanism (see Section 4). The
specifications of failure semantics can be based on logical or temporal expressions,
depending on the analysis techniques and tools of interest and available. Safety
requirements are derived through error behaviors of abstract functional blocks in the
FAA in combinations with some environmental conditions of concern as well as the
underlying software and hardware component failures. Such environmental conditions
together with the system functional failures define system hazards, while the
component failures reveal the causing factors of hazards.

The propagations of local error behaviors of the architectural entities are captured
and controlled through an explicit error propagation construct, which provides an
abstraction for describing and specifying the relationships of errors across abstraction
levels and compositional hierarchies. Through this propagation construct, EAST-ADL
supports the specifications of advanced properties of error propagations, such as the
logical and temporal relationships of source and target errors, the enabling conditions
of propagations, and the synchronizations of multiple propagation paths. Traceability
is ensured through explicit associations from error propagations to the predefined
architectural relationships like communication, synchronization, and allocation. In
Figure 8, this is illustrated by the propagationThrough relationship from error
propagations to the relationships between Component A and B. Currently, error
propagations from software and hardware components to abstract functional blocks,
and between hardware and software components are allowed in the language.

6 An Engineering Processfor Safety

A key component for improving safety is an adequate development process. This
section describes how the EAST-ADL entities can be used in an engineering process
that has safety as a prerequisite. This process was developed in the EASIS project
(http://www.easis.org) [8]. Note that the EAST-ADL itself is not tailored for a
specific process, so this is only an example of its use.

The scope of the EASIS Engineering Process is the initial stages of development,
from requirements to design. The implementation, integration and testing stages of a
typical V-model development process are not considered.

The EASIS Engineering Process contains 5 main parts (see Figure 9):

e  Part 1: Specify requirements Collection and integration of system and safety
requirements

e Part 2: Development of functional architecture (FAA model) Definition of an
abstract, hardware independent functional architecture based on identified
requirements

e Part 3: Development of hardware architecture Initial definition of hardware
architecture based on needs of the FAA model

e Part 4: Development of design architecture (basic FDA model) Definition of
a basic design architecture, which realizes the abstract functional architecture
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previously defined. The architecture is adapted to hardware architecture, OS,
middleware services.

e Part 5: Refinement of the design architecture (FDA model) Handling of
faulty hardware and signals is added to the basic design architecture.

Structured System

— Requirements Specification
; 1 )~ A4

Specify FAA
Requirements FDA

FAA Model
25+ As }7 o
Decelopment ']
of Functional 4 A1 |

AICECINe Development ~ Basic Refinement FDA
HA of Design FDA of Design Model
Architecture Model Architecture

3 )+ a0

Development HW Architecture

of Hardware Description

Architecture  including Safety|
Requirements

Fig. 9. The figure depicts the major process steps and artifacts of the EASIS engineering
process

Although these 5 parts are presented sequentially, they are in practice iterated
several times, as the design evolves and affects previous development steps.

Figure 10 shows an example system model that captures some of the items relevant
for the EASIS engineering process. The rendering of each artifact may be adjusted
depending on needs, e.g. tabular notations may be appropriate for Hazard lists and
requirements and parts of the model may be viewed separately (e.g. per function, per
ECU, per domain).

Below, the 5 parts of the EASIS Engineering Process will be discussed in relation
to this example.

Part 1. Specify requirements

The EAST ADL System model has a Vehicle Feature Model to capture the intended
functions and features of the vehicle. Requirements on these features, or on the entire
vehicle, are recorded in the first step. The outcome of the “Specify requirements” part
is a structured set of requirements, which includes both general requirements and
those specifically concerned with safety.

Requirements are typically expressed in natural language or restricted natural
language. They may also be refined with executable or structured models. In either
case, requirements are associated to the target entity with an ADLSatisfy association.
Requirements that are derived from other requirements are traced to the base
requirement with the ADLDeriveReqt association.
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To identify Safety requirements, a Hazard Analysis may be performed. Hazards are
recorded and linked to the related function or feature. Safety requirements identified
to mitigate the Hazard are linked to the Hazard and to the related system entity.
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Fig. 10. Example model as it may evolve in the EASIS Engineering Process

Part 2: Development of functional architecture (FAA Model)

Based on the requirements identified in the previous part, a first step towards
implementation can be taken. The functional architecture is an abstract description of
the system, leaving out details and focusing on what the system should do. The FAA
is specified in two steps, first specifying the functional architecture and then the
functional behavior. This low-detail description is an important means to identify
basic interfacing and interaction problems within and between systems at an early
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stage. The ADLFunction AF1 in Figure 10 is an example of basic analysis model with
associated requirements and an ADLRealizes association to the Feature it realizes.
Sensor and actuator concerns are omitted from the example, except in the hardware
architecture.

An FAA hazard analysis is performed in this stage to investigate the need for
changes in the solution or further safety requirements. The FAA model is also verified
to decide whether the requirements from Part 1 are satisfied. Analysis w.r.t.
consistency, timing and formal properties is performed, and depending on the
application domain and character of the models, simulation, prototyping, formal
verification, inspection, etc. can be used. Examples of tools include Matlab/Simulink
for control systems or statecharts for discrete systems. The list of the identified FAA
blocks can also be used as basic input for dependability related activities (e.g.
FMEA).

Specify Functional Hardware Design Refined
Requirements Architecture Architecture Architecture Design

Natural Language | |Functional Design Allocation of SW Framework
Requirements Architecture System/HW FAA to HW Integration
Architecture

Dynamic Design of Sens./ Sensor-/Actuator

Preliminary Behavi Identify HW Actuator Diagnostics
i Failure Model Algorithms

Function Plausibility
Risk Mitigation Behavior Identify Functional checks
Requirements necessary HW Behaviour
T | FAA Hazard redundancv -
Structured Analysis (FHA) Refined
System Functional IF
Reauirements

Basic Design Design Hazard
Hazard Analysis i

Configuration of Configuration of
RCP System RCP System
Validate Basic Validate FDA
FDA Model Model

Fig. 11. The figure presents a summary of major and minor process steps

Part 3: Development of Har dware Ar chitecture
Based on the system requirements and the FAA, a preliminary hardware architecture
is defined, see preliminary HA1 in Figure 10. It includes e.g. electronic control units
for computations, connections for data interchange and sensors and actuators for the
abstract I/0 defined in the FAA.

This hardware architecture is analyzed w.r.t. dependability requirements, leading to
a description of necessary redundancy. Analysis will also identify the possible failure
modes, and requirements on mitigation can be found, such as software and hardware
redundancy.
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Part 4: Development of design ar chitecture (basic FDA model)

In this stage, a more concrete design of the functional aspects of the system is defined.
The final allocation of functional components to the Hardware Architecture (as
defined in the HA) is specified. Operating system concepts and platform services and
its impacts on the functional architecture are added to the design. Domain specific
services for diagnostics, network management, etc. are included. The behavior of each
function is modeled under normal operation circumstances (no faults). The result is
the basic FDA model, see F1 (Basic) in Figure 10.

Part 5. Refinement of the design ar chitecture (FDA model)
With the basic FDA model as a basis, the handling of faulty hardware and signals is
added in this step, giving a final FDA model which includes the safety concept of the
function/system under development. The system is re-validated to cover the recent
adjustment of the FDA. Figure 10, F1 is the final, redundant design architecture with
allocation constraints defining the intended hardware allocation.

Figure 11 presents a summary of the process steps.

7 EAST-ADL Compliance with Standards

Safety through modeling techniques can only be achieved if the approach can be
effectively used, which in turn relies on tools and mature concepts. Tool availability
and validation of concepts is enabled by standardization or alignment with existing
standards. Standardization of the EAST ADL is ensured in two contexts: AUTOSAR
and the OMG.

The AUTOSAR platform is a future de-facto standard for Automotive embedded
systems. It defines a set of middleware components that provides a standardized
platform for application software. The modeling approach for application software
components and hardware architecture contains the details necessary for correct
integration. In ATESST, the entities corresponding to software components and
hardware components are taken from the AUTOSAR standard, but put in a context
where the EAST ADL system modeling concepts can be used. AUTOSAR compliant
software architecture can thus be modeled with support for e.g. variability,
requirements, traceability and verification and validation.

The OMG standards in the scope of EAST-ADL include UML2, SysML [27] and
Marte (see below).The refined EAST-ADL will be aligned with these approaches.
Alignment with UML2 is done by construction because EAST-ADL is designed as a
UML2 profile. SysML concepts are re-used wherever applicable, for example
regarding requirements and plant modeling constructs. Many of the EAST ADL
concepts are thus reused SysML concepts, or specializations of these. Marte
harmonization, finally, is done by integrating Marte concepts in the EAST ADL
where real-time and embedded system properties are modeled.

The EAST-ADL2 language contains thus UML2 basic constructs, the requirement
concepts from SysML, practical variability approaches for highly complex product
lines developed fro the automotive domain, function modeling from SysML, behavior
from SOTA tools and UML2, error behavior from AADL, implementation modeling
from AUTOSAR, and finally non functional properties from MARTE are reused.
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The differences between SysML and EAST-ADL are the following: the SysML
language is reused as far as possible, EAST-ADL providing for the
framework/ontology to guide the use of SysML concepts in an automotive context.
The SysML-based part of EAST-ALD?2 is linked to the automotive implementation
concepts from AUTOSAR and augmented with concepts from AADL and MARTE.
Variability constructs and verification and validation constructs are further
contributions beyond plain SysML.

Since Marte is work in progress, some background is provided here. Marte is an
ongoing effort to define a standard on UML profile for Modeling and Analysis of
Real-Time and Embedded system [9][12]. The background of MARTE, is that a
consensus has emerged that, while a useful tool, UML is lacking in some key areas
that are of particular concern to real-time and embedded system designers and
developers. In particular, [13] noticed that firstly the lack of quantifiable notions of
time and resources was an impediment to its broader use in the real-time and
embedded domain. Secondly, the need for rigorous semantics definition is also a
mandatory requirement for a widespread usage of the UML for RT/E systems
development. And thirdly, specific constructs were required to build models using
artifacts related the real-time operating system level such as task and semaphore.

Fortunately, and contrary to an often expressed opinion, it was discovered that
UML had all the requisite mechanisms for addressing these issues, in particular
through its extensibility facilities. This made the job much easier, since it was
unnecessary to add new fundamental modeling concepts to UML - so called
“heavyweight” extensions. Consequently, the job consisted in defining a standard way
of using these capabilities to represent concepts and practices from the real-time and
embedded domain. Yet special care had to be paid on the precise semantics definition
of the profile itself. This was achieved by: 1) the explicitation of a domain language
which gives the precise rationale for the constructs introduced, in a UML-independent
fashion; 2) the resolution of all semantical variation points and ambiguities of the
UML constructs used for the projection of this domain language onto a UML profile.
The result is a UML profile with rigorous semantics, which, because it spans across a
wide range of UML modeling elements, allows when used, to rely on a completely
reassessed set of elements and thus gives a solid ground as far as semantics is
concerned. Indeed such an approach should be the golden rule, but may not be
adopted as often and as deeply as possible because of lack of time when defining a
profile. This was made possible here by the definition of a fully devoted OMG
consortium called the ProMarte consortiuml who was responsible to answer the
OMG request for proposal issued to add to UML modeling capabilities firstly for
modeling Real Time and Embedded Systems (RTES), and secondly for analyzing
schedulability and performance properties of UML specifications [25]. The profile
called Marte is intended to replace the existing UML Profile for schedulability,
performance and time [26]. Modeling capabilities have to ensure both hardware and
software aspects of RTES in order to improve communication/exchange between
developers. It has also to foster the construction of models that may be used to make
quantitative analysis regarding hardware and software characteristics. Finally, it
should enable interoperability between development tools used all along the
development process.

1
WWWw.promarte.org
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Fig. 12. Current architecture of the Marte profile

The alignment of EAST-ADL2 with MARTE will be centered on the expression of
non functional properties — borrowing MARTE framework to rewrite elements
currently defined by plain UML constructs — and the component model. The ProMarte
consortium agreed to t